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1 About SecureAPlus

SecureAge SecureAPlus combines application whitelisting and antivirus components to protect your
computer from known and unknown malware more effectively. It scans and removes known malware
like viruses, Trojan Horses and worms just like any other conventional antivirus — but better. It does
what other conventional antivirus cannot do — it can block any new and advanced malware regardless
of how they try to evade detection. It even alerts you when risky programs are attempting to run to
prevent any accidental installation that potentially can harm your computer. Hence, SecureAge
SecureAPlus is the next generation antivirus that truly protects your computer without taking any

chance.

This guide is designed for end-users of SecureAPlus software who are new to SecureAPlus or who
want to learn more about SecureAPlus. All features available in SecureAPlus are included in this
guide.

" Note:

Bk This user guide is published based on Windows 7 environment.

Installation, uninstallation of SecureAPlus will not be covered in this user guide but can be found in

the following SecureAPlus guides:
=  SecureAPlus Installation Guide

=  SecureAPlus Uninstallation Guide

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 1
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2 Getting Started
2.1 Starting SecureAPlus Software

The SecureAPlus software will start when you logon to your Windows. When SecureAPlus is
running, it appears as an icon in the System Tray, located at the bottom-right corner of your

Windows screen.

-

—

- T W 458 PM

To navigate to the SecureAPlus Main console, follow the steps below:

= Right click on SecureAPlus tray icon, click on SecureAPlus on the menu.

@ Open SecureAPlus I

Application Whitelisting k

¥ Mormal Mode

Silent Mode
&) Help
@& About

= Alternatively, you can also left click on the SecureAPlus tray icon to launch the
SecureAPlus Main Console.

If SecureAPlus does not launch during Windows start up, starting SecureAPlus involves the

following steps:

= Click Start, point to All Programs. Click on SecureAge and click on SecureAPlus to
launch SecureAPlus.

52 Windows Fax and Scan
E_']_ Windows Update
<& XPS Viewer
Accessories
, Games

. Microsoft Office
| Securefge
@ Application Whitelisting
@ SecureAPlus
@ Uninstall SecurefPlus
. Startup

N
|
. Maintenance
|
]

4 Back

|Sec.'r':b programs and files yel | ']

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 2
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The SecureAPlus Main Console will launch.

—_—
~ SecureAPlusv3.4.1.2

Interactive Mode
You will be prompted whether to trust
and run a program that is not found in

the trusted list.
e trusted lis Change Mode »

Fully Protected

o Security Features: Running x
Complete

o Software Update: Up-to-date P Quar.antme

Last Complete Scan: Never Scan & HIStOf',“

. License
More details
I ils » Update @Extenslon @ HEIP

Enter license code

Premium Trial

IH_Sh:me ‘ Account ﬂlo:kCube A About

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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2.2 SecureAPlus Tray Icon Menu
To navigate the right click menu of SecureAPlus tray icon, follow the steps as below:

= Right click on SecureAPlus tray icon, click on Help on the menu, it will launch the

SecureAPlus user guide using the default pdf reader.

@ Open SecureAPlus
Application Whitelisting J

v Mormal Mode
Silent Mode

€ Help

| €@ About

= Right click on SecureAPlus tray icon and click on About on the menu.

@ Open SecurefPlus
Application Whitelisting L

¥ Mormal Mode
Silent Mode

Help
About

®I°

= The General Information about the SecureAPlus Status will be displayed as shown below.

’:., SecureAPlus Status - X

Z

License: Expires Sat, Aug 06 2016 17:00.

-
o> Complete Scan

~ About SecureAPlus ID: pgreRCFD-24946

SecureAPlus v3.4.1

Virus signature version: 20845, Fri Aug 28 08:38:43 2015

License
Website: http://www.secureaplus.com

Support: secureaplus@secureage.com

Forum: https://secureaplusforum.secureage.com/

H_ Store ‘ Account a LockCube A About ,ﬂ\ Home Copyright © SecureAge Technology. All rights reserved.
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2.2.1 Normal Mode
To switch SecureAPlus to Normal Mode, follow the step as below:

= Right click on SecureAPlus tray icon, select Normal Mode.

@ Open SecureAPlus
Application Whitelisting [

v Mormal Mode
Silent Mode

Help
About

eO

2.2.2 Silent Mode
To switch SecureAPlus to Silent Mode, follow the step as below:

= Right click on SecureAPlus tray icon, select Silent Mode.

@ Open SecureAPlus
Application Whitelisting b

Mormal Mode
I v | Silent Mode

&) Help
@ About
& Note:

» When SecureAPlus is in Silent Mode:

- Application whitelisting will block untrusted applications from running without any
prompt.

- Real-time scanning will automatically quarantine any detected threat without
prompting.

» Silent Mode will be automatically switched to Normal Mode when the user clicked on
Complete Scan icon located in the SecureAPlus main console window.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 5
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2.2.3 Interactive Mode

To turn SecureAPIlus to Interactive Mode, follow the steps below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu
and select Interactive Mode.

v Interactive Mode
Lockdown Mode
Trust All for 5 minutes
Trust All for 30 minutes

Trust All until computer is restarted Bben e APIe

Settings Application Whitelisting »

v Normal Mode
Silent Mode

€ Help
About

= The SecureAPlus icon in the system tray will change to the normal icon to indicate

that SecureAPlus is currently in the Interactive Mode.

-~ T 512 PM

é/ Note:

» When SecureAPlus is in the Interactive Mode, it will have more interactions with users
by prompting them for further actions by Application Whitelisting such as whether to

allow an untrusted file to execute and etc.

» This corresponds to selecting the modes via the SecureAPlus Main Console (Section
3.8 — Application Whitelisting Modes).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 6
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224

Lockdown Mode

To turn SecureAPIlus to Lockdown Mode, follow the steps below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu

and select Lockdown Mode.

Interactive Mode
Lockdown Mode
Trust All for 5 minutes
Trust All for 30 minutes
Trust All until computer is restarted

Open SecureAPlus

Settings Application Whitelisting »

v Normal Mode
Silent Mode

Help
About

Ll

= The SecureAPlus icon in the system tray will change to the lockdown icon to indicate

that SecureAPlus is currently in the Lockdown Mode.

« & E3lg) 514 PM

é/ Note:

» When SecureAPlus is in the Lockdown Mode, any untrusted files which try to execute
will be blocked straight away without any prompting by Application Whitelisting for
further actions from user.

» This corresponds to selecting the modes via the SecureAPlus Main Console (Section

3.8 — Application Whitelisting Modes).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 7
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2.2.5 Trust All for 5 minutes

To turn SecureAPlus to Trust All for 5 minutes mode, follow the steps below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu

and select Trust All for 5 minutes.

Open SecurelPlus
Application Whitelisting »

Interactive Mode
Lockdown Mode
v Trust &ll for 5 minutes

I ¥ Mormal Mode

Silent Mode
Trust All for 30 minutes
Trust All until computer is restarted € Help
@ About
Settings r

L Sl Fivi

= The SecureAPlus icon in the system tray will change to a gold icon to indicate that

SecureAPlus is currently in the limited trusting time period.

~ N BT ) 516 PM

=  When you do a mouse-over the SecureAPlus icon, it will show how much time left for
trust all.

Trust all (3 min 11 sec remaining)
|

~ [INET g 517 PM

'5// Note:

» When SecureAPlus is in the Trust All for 5 minutes mode, any untrusted files which

try to execute within the 5 minutes will be trusted without any prompting by

Application Whitelisting for further actions from user.

» After 5 minutes is up, it will switch back to the mode that SecureAPIlus is previously in.
For example, if it is in Interactive Mode before changing to Trust All for 5 minutes, it
will switch back to Interactive Mode after 5 minutes. Likewise if it is in Lockdown

mode previously.

» This corresponds to selecting the modes via the SecureAPlus Main Console (Section

3.8 — Application Whitelisting Modes).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 8
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2.2.6 Trust All for 30 minutes

To turn SecureAPlus to Trust All for 30 minutes mode, follow the steps below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu

and select Trust All for 30 minutes.

Open SecureAPlus
Application Whitelisting 2

Interactive Mode
Lockdown Mode
Trust &ll for 5 minutes

¥ Mormal Mode

Silent Mode
v Trust All for 30 minutes I
Trust Al until computer is restarted € Help
@  About
Settings ~

w T=| L ) ndS Fivi

= The SecureAPlus icon in the system tray will change to a gold icon to indicate that

SecureAPlus is currently in the limited trusting time period.

A @- ';J=:| I'-!:l 516 PM

= When you do a mouse-over the SecureAPlus icon, it will show how much time left for
trust all.

Trust all (28 min 31 sec remaining)

~ N D 5:20 PM

'5/ Note:

» When SecureAPlus is in the Trust All for 30 minutes mode, any untrusted files

/]

which try to execute within the 30 minutes will be trusted without any prompting by

Application Whitelisting for further actions from user.

» After 30 minutes is up, it will switch back to the mode that SecureAPlus is previously
in. For example, if it is in Interactive Mode before changing to Trust All for 30 minutes,
it will switch back to Interactive Mode after 30 minutes. Likewise if it is in Lockdown

mode previously.

» This corresponds to selecting the modes via the SecureAPlus Main Console (Section
3.8 — Application Whitelisting Modes).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 9
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2.2.7  Trust All until computer is restarted

To turn SecureAPlus to Trust All until computer is restarted mode, follow the steps
below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu

and select Trust All until computer is restarted.

Interactive Mode
Lockdown Mode
Trust All for 5 minutes

Loust Allfor 30 miputes
v Trust All until computer is restarted

Open SecureAPlus
Application Whitelisting 4

Settings

v Normal Mode
Silent Mode

Help

= The SecureAPlus icon in the system tray will change to a gold icon to indicate that

SecureAPlus is currently in the limited trusting time period.

o [N BT ) 56 PM

= When you do a mouse-over the SecureAPlus icon, it will show that it will trust all until
computer restarted.

Trust all (until computer restarted)

A BN 521 PM

'5/ Note:

» When SecureAPlus is in the Trust All until computer is restarted mode, any

=

untrusted files which try to execute will be trusted without any prompting by
Application Whitelisting for further actions from user.

» After the computer restarted, it will switch back to the mode that SecureAPlus is
previously in. For example, if it is in Interactive Mode before changing to Trust All until
computer is restarted, it will switch back to Interactive Mode after computer restarted.

Likewise if it is in Lockdown mode previously.

» This corresponds to selecting the modes via the SecureAPlus Main Console (Section
3.8 — Application Whitelisting Modes).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 10
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2.2.8 Settings

For fast navigation to Application Whitelisting Settings, follow the steps below:

= Right click on SecureAPlus tray icon, click on Application Whitelisting on the menu

and select Settings.

v Interactive Mode
Lockdown Mode
Trust All for 5 minutes
Trust All for 30 minutes

Trust All until computer is restarted @ Open SecureAPlus

Settings Application Whitelisting »

v Normal Mode
Silent Mode

€ Help

= In User Account Control window, click Yes to allow Application Whitelisting Settings

to run.

@ User Account Control

) Do youwantto allow the following program to make

\ ® /

<" changes to this computer?

O Program name:  Application Whitelisting Settings
Verified publisher: SecureAge Technology Pte Ltd

File origin: Hard drive on this computer

(v) Show details Yeo || Mo |

Change when these notifications appear

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 11
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= The Application Whitelisting window will launch.

 Application Whitelisting o] = |

General | Restricted Applications | Trusted Certificate | Seript | Status |
[ Export whitelist to afile. . ] [ Import whitelist from a file... ]
[ Compact Whitelist Database ] [ View log ]
OK || Cancel Apply

= Refer to Section 7.2 for more detailed settings of Application Whitelisting.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3 SecureAPlus Main Console
3.1 SecureAPlus Store

= Click on Store icon located at the bottom left in the SecureAPlus window, it will launch the

SecureAge SecureAPlus Store webpage using the default browser.

ﬁ‘;, SecureAPlus v3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected N

& Security Features: Running Complete Quarantine

& Software Update:  Up-to-date )
Last Complete Scan: 2015/08/28 Scan & History

License

MOre detalls = Update Extension

Premium Trial Enter license code

# Store ‘ Account n LockCube A About Copyright © SecureAge Technology. All rights reserved.
@ SecureAPlus Account X - E W
C & hups//secureaplus.secureage.com/sapporta sct/purchase.sa =

3 Apps M, Hordezlogin B ViusTotal - Free Onl.. £\ SecureAge Tracking .. @ SecureAge Manage... [A] SecureAge - Infobro.. [ SecureAge - Infobro.. Q) Software Quality As. Installing and config.. || Faing The Horrible .. 4 Gogtry =Blog Archi.  » (1] Other bookmarks

P
# SecureAPlus SecureAPlus Account Portal

SecureAPlus Premium

Get the ultimate security solution that combines 12 Anti-Viruses, powerful Application Whitelisting, and Multi-PC Management
Features.

Single User Best Single User Family Value Pack
Value Save y thre Massive 50% savings whe: bu

you purchase a 3

L, ense
1.PC 3 PCs
1-Year License 1PC 1-Year License 3-Year License
3-Year License

$22.50 $54.00 $97.20
$40.50 (Usual price: $67.50) (Usual price: $202.50)

(Usual price: $67.50)
© Add to Cart © Add to Cart © Add to Cart

© Add to Cart

W Your Cart: 0 ltems

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 13
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3.2 SecureAPlus Account

=  Click on Account icon located at the bottom left in the SecureAPlus window, it will launch

the SecureAge SecureAPlus Account Login webpage using the default browser.

’?; SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected

&/ Security Features: Running
& Software Update:  Up-to-date
Last Complete Scan: 2015/08/28

Complete Quarantine
Scan & History

License

More details » Update Extension

Premium Trial Enter license code

# Store ‘ Account nLDcItCube A About Copyright © SecureAge Technology. All rights reserved.,

@ SecuredPlus Account

c

hitps://secureaplus secureage.com/sapportal/site

™
» SecureAPlus SecureAPlus Account Portal

or

§  Loginwith Facebook | S* Loginwith Google+

No SecureAPlus Account yet?

SecureAPlus Account Portal

op platform to get 100% Protec vith SecureAPlus

A Connect with u numn
secircAge
Copyright ® 2015 Secureage Technology. All Rights Reserved.

i Apps M, Horde=Login ) VirusTotal - Free Onl.. &\ SecureAge Tracking .. @ SecureAge Mansge.. [ Securedge - Infobro. SecureAge - Infobro.. Q) Software Quality As. Installing and conig. Fixing The Homble .. @ Gdgtry »Blog Archi.  » (] Other bookmarks

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3.3 Lockcube (Secure Cloud Storage)
= Click on Lockcube icon located at the bottom left in the SecureAPlus window, it will launch

the Lockcube Account Login webpage using the default browser.

~~
< SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
< HESEECHIS Change Mode »

Fully Protected

o Security Features: Running .
mpl
o Software Update: Up-to-date Eraras Quarantine

Last Complete Scan: 2015/08/28 Scan & History

. License
M detail
ore details » Extension ® Help

Premium Trial Enter license code

g— Store ‘ Account n LockCube Securefge Technology. Al rights

@ LockCube - Fast Secure C X H - o x
C '@ hups//lockcube.com Y=
#* Apps 3, Hordezlogin ) VirusTotal - Free Onl.. £} SecureAge Tracking .. @ SecureAge Manage_. [ SecureAge - infobro... [ SecureAge - Infobro.. ) Software Quality As.. ') Installing and config... | '] Fixing The Homrible .. @ Gdgtry » Blog Archi..  » () Other bookmarks

Loek
Cube Qurome L@SionUp WETermsof Service @Help \, Contactus

Welcome to LockCube

Secure cloud storage.

Backup and share any files, anytime, anywhere, with any devices

Emall

Password

e

Forgot your password? | Create new sccount | Download App

5.1

Copytight © 2015 Sacureage Tachnalagy. AN Rights Reserved.

b A
secireAge

&‘ Note:

» Visit http://www.secureage.com/prd SecureCloudStorage.jsp to find out more about

Lockcube.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 15
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3.4 About

To know more about SecureAPlus Main Console, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= In the SecureAPlus window, click on the AAbout icon on the bottom left of the window.

F o)
~ SecureAPlus v3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
= HUSEECHS Change Mode »

Fully Protected N

o Security Features: Running Complete Quarantine

& Software Update:  Up-to-date )
Last Complete Scan: 2015/08/28 & History

License

More details »
Extension

Premium Trial Enter license code

H_Stare ‘ Account nlocktube A About ) urehge Technolog

= The General Information will be displayed as shown below.

F )
~ SecureAPlus Status

0
2 complete s
& omp ete Scan

License: Expires Thu, Aug 11 2016 09:31.

SecureAPlus 1D: Vsj0jabe-46569
SecureAPlusv3.4.1.1
Virus signature version: 20836, Wed Aug 26 04:51:25 2015
License
Website: http://www.secureaplus.com

Support: secureaplus@secureage.com

Forum: https://secureaplusforum.secureage.com/

g Store ‘ Account nlo:kcube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= Click on Home icon at the bottom to navigate back to the SecureAPlus main console

window.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 16
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3.5 SecureAPlus Premium Trial

= Click on Premium Trial hyperlink located at the bottom left in the SecureAPlus window, it

will launch the SecureAPlus 90-day Premium Trial webpage using the default browser.

F a )
< SecureAPlusv3.4.1.1

Fully Protected
& Security Features: Running
& Software Update: Up-to-date

Last Complete Scan: 2015/08/28

More details »

Premium Trial

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

N

Quarantine
& History

® Help

Enter license code

Complete

License
Extension

@ securenPlus Account

SecureAPlus Account.
T TITIPS775E

mreaplus.secureage.com/sapportal/site/register.sa

p—
w SecureAPlus

SecureAPlus Account Portal

Cancel

SecureAPlus 90-day Premium Trial

SecureAPlus Premium requires an Account to utilize its added features.

You are currently not logged in. Please login or create a new account to register the computer VsjOjabe-46569 to an account

Create an Account

Log In

f Create Account with Facebook

3* Create Account with Google+

Q ||

All fields are required
Please ensure you enter a valid email address

First Name

Last Name

Email Address

Retype Email Address

f Log In with Facebook

S+ Log In with Google+

or

Already have a SecureAPlus Account?

Email Address

Password

Forgot Password

i

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3.6 SecureAPlus License
= Click on Enter license code hyperlink located at the bottom right in the SecureAPlus

window.

¥ i
< SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
e trusted lis Change Mode »

Fully Protected N

& Security Features: Running C .
omplete
o Software Update: Up-to-date i P Quar.a el
Last Complete Scan: 2015/08/28 & History

. License
More details
= Extension ® Help

I Enter license code I

Premium Trial

W store @ Account f@iLockcube /A About

= The Enter License Code tab under License will be displayed as shown below.

F )
~ SecureAPlus Status

Enter License Code 9

-~
&5 Complete Scan
= License: Expires Thu, Aug 11 2016 09:31.

* About License Code

% License

II

@ Tips

After you have purchased the user license, the license code will be emailed to
you. Simply copy the license code from the email and paste it on the above
License Code input box. Then click on the Apply button to activate the license.

H- Store ‘ Account nLockﬂ,‘_ube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= Enter the new license code and click on Apply button to activate the new license.

= Click on Home icon at the bottom to navigate back to the SecureAPlus main console page.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 18
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&~ Note:

» When the SecureAPlus license is expired, certain SecureAPlus features will be disabled and

the SecureAPlus Main Summary will be display as shown below.

- SecuredPlus u

SecureAge

& Expired!

Expires: Wed, Jul 22 2015 09:18.

The following features will be disabled:

- Auto update for virus definition database.
- Auto check for new software version.

- Blocking of untrusted application.

- Universal AV scanning.

Purchase license E

f
< SecureAPlus v3.4.1.1

Interactive Mode

[ You will be prompted whether to trust
v and run a program that is not found in
the trusted list.

Change Mode »

At Risk N
R security Features:  Not Running Complete Quarantine

o Software Update:  Up-to-date )
Last Complete Scan: 2015/08/28 & History

. License
More details
RENE — Update @Extenslon ® Help

Enter license code

Premium Trial

H_Stare ‘ Account nlocktuhe A About

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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F i
~ SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in
o App Whitelisting Service: Running the trusted list.
o SecureAPlus Service: Running

R License: Expired
M 2pp Whitelisting Driver: Trust all mode

Change Mode »
o Search Service: Running

& Universal AV Service: Running
& Antivirus Driver: Running

& Real-time scanning: On

« Offline Antivirus engine: Running Complete Quarantine

Scan & History

License
oy Update Extension Help

Premium Trial Enter license code

HStare ‘ Account nlockCube Anbout

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 20
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3.7 Main Summary
To know more about SecureAPlus Main Summary, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= In SecureAPlus window, on the left side will show the current status of the machine.

F 2
< SecureAPlusv3.4.1.1

Interactive Mode

[‘ You will be prompted whether to trust
_ and run a program that is not found in
the trusted list. Change Mode »

Fully Protected

& Security Features: Running C -
omplete
o Software Update: Up-to-date P Quarantine

Last Complete Scan: 2015/08/28 & History

. License
More details
s> | Update @'Em“s,on ® Help

Premium Trial Enter license code

gsmre ‘ Account i LockCube A About Copyri

= Click on More details to view more details of the status.

)
~ SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected N

Complete Quarantine
& History

License
oy Update Extension Help

Premium Trial Enter license code

o Security Features: Running
o Software Update:  Up-to-date
Last Complete Scan: 2015/08/28

More details »

H Store ‘ Account nlo:kCube A About Copyrig curedge Technology. All ri

= All the status should be displayed as Running or On when SecureAPlus is working

normally.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 21
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—_—
~ SecureAPlusv3.4.1.1

& License: Valid

« App Whitelisting Driver: Running

o App Whitelisting Service: Running
o SecureAPlus Service: Running

« Search Service: Running

& Universal AV Service: Running

& Antivirus Driver: Running

o Real-time scanning: On

& Offline Antivirus engine: Running

Premium Trial

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
= MESEEERS Change Mode »

Complete Quarantine
Scan & History

License
Extension

gStare ‘ Account nlockCube Anhuut

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3.8 Application Whitelisting Modes

To view the current SecureAPlus mode, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= Inthe SecureAPlus window, the current mode is indicated on the top.

F
< SecureAPlusv3.4.1.1

Interactive Mode

[ You will be prompted whether to trust
0 and run a program that is not found in
the trusted list.
S HESEEEHS Change Mode »

Fully Protected N
& Security Features: Running

Complete i
o Software Update: Up-to-date P Quar.a eI
Last Complete Scan: 2015/08/28 & History

. License
M detail
ore details » pr— Update @Extenslon ® Help

Premium Trial Enter license code

H- Store ‘ Account nlo:ktube A About Copyright © SecureAge Technology. All rights reserved,

To change the current SecureAPlus mode, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= Inthe SecureAPIlus window, click on Change Mode.

é; Note:

» This corresponds to selecting the modes via the SecureAPlus Tray Icon Menu (Section 2.2).

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 23
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F
“ SecureAPlusv3.4.1.1

Interactive Mode

[ You will be prompted whether to trust
O and run a program that is not found in
the trusted list.

Change Mode »

Fully Protected N

& Security Features: Running .
mpl

o Software Update:  Up-to-date Complete QLIHI’:’EI ntine

Last Complete Scan: 2015/08/28 & History

. License
M detail
ore details » — Update @Eﬂenslon ® Help

Enter license code

Premium Trial

H_Stare ‘ Account il LockCube Anhuut

= |n User Account Control window, click Yes to allow SecureAPlus to run.

@ User Account Control a

7 Do you want to allow the following program to make

% changes to this computer?

e Program name:  SecureAPlus
Verified publisher: SecureAge Technology Pte Ltd
File crigin: Hard drive on this computer

(%) Show details Yes || Ne |

Change when these notifications appear

= The Application Whitelisting Standard Mode under Application Whitelisting within the
SecureAPlus Settings will be displayed.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 24
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-~ .
~ SecureAPlus Settings

Standard Mode Advanced Mode 9
Standard Application Whitelisting Mode RS

F i) Applicaﬁon ‘ « Interactive Mode

A, Uni | AV
& niversal

Whitelisting You will be prompted whether to trust and fun & program not in the trusted list.

‘ » Lockdown Mode

Scan Settings All untrusted programs will be automaticaljy blocked from running on your computer.

‘ > Trust All v

All trusted and untrusted programs are all§wed to run temporarily.

Update
oo
& Tips

!‘@! Manage Choose “Lockdown Mode’ if you cannot decide which program to trust and
¥ User Rights allow to run. But please remember to set any new program you wish to install

on your PC as a trusted installer before installation.

ﬁ- Store ‘ Account nlock(:ube A About ﬁ Home Copyright © Securefge Technology. All rights reserved.

= Select the Standard Application Whitelisting Mode and click on Apply button.

= Click on Home icon at the bottom to navigate back to the SecureAPlus main console page,

the SecureAPlus Main Console should change accordingly as shown below:

Interactive Mode

™
< SecureAPlusv3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected N

o Security Features: Running Complete Quarantine

o Software Update:  Up-to-date X
Last Complete Scan: 2015/08/28 & History

. License
More details
ils » o Update @E‘J&tenslon Help

Premium Trial Enter license code

stre ‘ Account  fg LockCube A About

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 25
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Lockdown Mode

S
2 SecureAPlusv3.4.1.1

Fully Protected

Running
Up-to-date
: 2015/08/28

of Security Features:
o Software Update:
Last Complete Sc

More details »

Premium Trial

W store @ Account @@htockcube /A About

Lockdown Mode

Any program that is not in the trusted
list will be automatically blocked from

running on your PC.
gonyo Change Mode »

Quarantine
& History

® Help

Enter license code

Complete

License
Extension

Trust All for 5 minutes

_—
~ SecureAPlusv3.4.1.1

At Risk

Security Features:  Not Running
5

software Update:  Up-to-date
Last Complete Scan: 2015/08/28

More details »

Premium Trial

W store @ Account f@Lockcube /A About

Trust All for 5 minutes

All programs, including those that are
not in the trusted list, are allowed to

run for 5 minutes.
Change Mode »

a)

Quarantine
& History

® Help

Enter license code

Complete
Scan

License
Extension

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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Trust All for 30 minutes

Py
£ SecureAPlusv3.4.1.1

Trust All for 30 minutes

All programs, including those that are
not in the trusted list, are allowed to

run for 30 minutes.

At Risk

¥ security Features:  Not Runnin
75 v < Complete

software Update:  Up-to-date
Last Complete Scan: 2015/08/28

More details » Update License

Premium Trial

W store @ Account f@iLockcube /A About

Extension

Change Mode »

a)

Quarantine
& History

Enter license code

Trust All until computer is restarted

—
< SecureAPlusv3.4.1.1

Premium Trial Enter license code

Trust All until reboot

All programs, including those that are
not in the trusted list, are allowed to
run until reboot.
Change Mode »

At Risk

¥ security Features: Mot Running .
Complete
o Software Update:  Up-to-date P Quarantine

Last Complete Scan: 2015/08/28 & History

1 License
More details
ils » D Update @E‘.ﬁtenslon Help

H— Store ‘ Account nlocktube A About Copyright @ SecurefAge Technology. All rights reserved.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.

27



SecureAPlus User Guide

3.9 SecureAPlus Settings

F
“ SecureAPlusv3.4.1.1

Interactive Mode

B You will be prompted whether to trust
0 and run a program that is not found in
the trusted list.
= HESEECHIS Change Mode »

Fully Protected

& Security Features: Running C .
omplete

o Software Update: Up-to-date P Quar.a eI

Last Complete Scan: 2015/08/28 & History

. License
More details
ils » P Update @E‘Ktenslon ® Help

Enter license code

Premium Trial

gswre ‘ Account ﬂlo:ktube Anhuut

= In User Account Control window, click Yes to allow SecureAPlus to run.

@ User Account Control E

Do you want to allow the following program to make
changes to this computer?

Prograrm name:  SecurefPlus

e Verified publisher: SecureAge Technology Pte Ltd

File crigin: Hard drive on this computer

Mo I

(V) Show details ves ||

Change when these notifications appear

= The SecureAPlus Settings window will launch.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 28
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—
~ SecureAPlus Settings

A\ Uni I\
&y Universa

# Application
Whitelisting

Scan Settings

Update

@' Manage
¥ User Rights

I

Daily Upload Limit Message Popup Exclusions 9

Choose one that best meet your internet connection plan:

P Unlimited
« 1GB
» 100 MB

> 10 MB

Q Tips

At times, some program files on your computer may be uploaded to Universal
AV Server for complete scanning in the cloud. But none of your confidential
document will be uploaded as we respect your privacy.

g_smre ‘ Account nlockCube A About ﬁ Home Copyrigh ecurefge Technology. All rights reserved.

é Note:

» Refer to Section 4 for more details on SecureAPlus Settings.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3.10 SecureAPlus Complete Scan

P
~ SecureAPlusv3.4.1.1

Interactive Mode
You will be prompted whether to trust
and run a program that is not found in

the trusted list.
= HESEECHIS Change Mode »

Fully Protected N

Complete Quarantine
Scan & History

& Security Features: Running
o Software Update: Up-to-date
Last Complete Scan: 2015/08/28

. License
More details
ils » P Update @E‘Ktenslon ® Help

Premium Trial Enter license code

H-Stare ‘ Account ﬂlo:ktube Anhuut

= The SecureAPlus Status window will appear, showing the current state of the Universal AV

and the latest details of the Universal AV scan results will be displayed.

o~
~ SecureAPlus Status

Scanning Results 9

)
& Complete Scan Universal AV Status
Your computer is free from malware!

¥ about Number of Infected Files View Log

1. Currently on my PC: 0 -

II

2.1 have ignored: 0
Delete Log
}" License Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

g Store ‘ Account Elo:kCube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

ék Note:

» Refer to Section 5 for more details on Universal AV.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 30
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3.11 SecureAPlus Quarantine & History

F
“ SecureAPlusv3.4.1.1

Interactive Mode

B You will be prompted whether to trust
0 and run a program that is not found in
the trusted list.
= HESEECHIS Change Mode »

Fully Protected

& Security Features: Running C .
omplete

o Software Update: Up-to-date P Quar.a eI

Last Complete Scan: 2015/08/28 & History

. License
More details
ils » P Update @E‘Ktenslon ® Help

Enter license code

Premium Trial

gswre ‘ Account ﬂlo:ktube Anhuut

= |n User Account Control window, click Yes to allow Quarantine to run.

@ Uszer Account Control ﬁ

rou want to allow the following program to make

changes to this computer?

@ Program name:  Quarantine
S Verified publisher SecureAge Technology Pte Ltd
File crigin: Hard drive on this computer

(v) Show details | Yes || Mo |

Change when these notifications appear

= The SecureAge Antivirus Quarantine & History window will launch.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 31
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cureAge Antivirus Ql_gr&ﬁne &Hisﬁory'

Win. Trojan.Ramnit-1484

c:\$recyde.bin\s-1-5-21-2477740147-125...

SecureAge
(Quarantine -
Item File name Date Detected by

2014-03-19 10:36:57 ClamAV

[ selectal | [ Unselectal | Restore J( Remove J[ e ]
é) Note:
» Refer to Section 6 for more details on Quarantine & History.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 32
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3.12 SecureAPlus Software Update

To update the SecureAPlus software, follow the steps below:

= Start SecureAPlus. Refer to Section 2.1 for the steps to start SecureAPlus.

= Inthe SecureAPIlus window, click on the Update icon.

~
< SecureAPlusv3.4.1.1

Fully Protected

& Security Features: Running
o Software Update:  Up-to-date
Last Complete Scan: 2015/08/28

Premium Trial

IgFSh:\re ‘ Account nlockCube A About

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
= HESEEEES Change Mode »

Complete Quarantine
& History

g License
More details
= o Update @Eﬁtenslon ® Help

Enter license code

= SecureAPlus software will check for new update.
FSecareAPRS Software Undate
/\1 ~r
SecurcAge

Wiz,

Check New Update

-
Q Checking whether there is any new update. Please wait...

= |f the current SecureAPlus software version is the up to date, a message will be prompt as

shown below.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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SecureAPlus Software Update u

r

SecureAge J

Close after 15s

O Up to date

Your software is up to date.

Lo ]

= |f the current SecureAPlus software version is not up to date,

6/ Note:

» Refer to Section 4.4.1 for more details on Software Updates.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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3.13 License Extension
Click on License Extension icon located in the SecureAPlus window, it will launch the

SecureAge SecureAPlus Account webpage using the default browser.

’?; SecureAPlus v3.4.1.1

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected

o Security Features: Running C .
omplete
o Software Update:  Up-to-date P Quar-antme
Last Complete Scan: 2015/08/28 Scan & History

. License
More details »
Extension

Premium Trial Enter license code

# Store ‘ Account n LockCube A About Copyright © SecureAge Technology. All rights reserved.

secureaplus.secureage.com
» () Other bookmarks

B VieusTotsl - Free Onl.. £ SecureAge Tracking ..

@ SecureAge Mansge.. [] Securelige - Infobro... [ Secureiige - Infobro.. Q) Software Quality As. Installing and config... Fauing The Horrible . @ Gdgtry » Blog Archi.

=
» SecureAPlus SecureAPlus Account Portal

Viral Security Program

Current Points:
SecureAPlus Account Portal

(A
» SecureAPlus

Remembegéﬁot Password

— 4 or
Account Management P —
Manage your SecureAPlu nd stay updated with Q¥ og Inwith Googer

any virus on details

No SecureAPlus Account
vet?

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 35
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3.14 Help

= Click on the Help icon located in the SecureAPlus window, it will launch the SecureAPlus

user guide using the default pdf reader.

-
~ SecureAPlusv3.4.1.1

Fully Protected

o Security Features:  Running
& Software Update:  Up-to-date
Last Complete Scan: 2015/08/28

Premium Trial

W store @) Account @hLockcube /A About

é Note:

» This corresponds to launching the SecureAPlus User Guide via the SecureAPlus Tray Icon

(Section 2.2).

Interactive Mode

You will be prompted whether to trust
and run a program that is not found in

the trusted list.
= HESEEEHS Change Mode »

Complete Quarantine
& History

. License
More details
= o Update @Extenslon ® Help

Enter license code

curefge Technolo,

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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4  SecureAPlus Settings

To view the SecureAPlus settings, please do the following steps:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAge.

= In SecureAPlus window, click on the Settings button to view the settings.

o )
“ SecureAPlusv3.4.1.1

Interactive Mode
You will be prompted whether to trust
and run a program that is not found in

the trusted list. Change Mode »

Fully Protected

& Security Features: Running -
mpl
o Software Update:  Up-to-date Soulpaiz Quar‘a il
Last Complete Scan: 2015/08/28 & History

1 License
M detail
ore details » o Update @Extenslon ® Help

Enter license code

Premium Trial

#Stere ‘ Account  fgh LockCube Anhuut

= In User Account Control window, click Yes to allow SecureAPlus Settings to run.

@ User Account Control E

% Do you want to allow the following program to make

" changes to this computer?

a Program name:  SecurefPlus Beta
Verified publisher: SecureAge Technology Pte Ltd
File crigin: Hard drive on this computer

(™) Show details | e || N0 |

Change when these notifications appear

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 37
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= The SecureAPlus Settings window will launch.

M .
£ SecureAPlus Settings

Daily Upload Limit Message Popup Exclusions

™ .
FoN Universal AV
= Choose one that best meet your internet connection plan:

™ Application ' > Unlimited
Whitelisting )
« 1GB
Scan Settings . » 100 MB
> 10 MB

Update ' '
@; Manage Q Tips
¥ User Rights

At times, some program files on your computer may be uploaded to Universal
AV Server for complete scanning in the cloud. But none of your confidential
document will be uploaded as we respect your privacy.

Igrswre ‘ Account gl LockCube A About ﬁ Home Copyright © Securenge Technology. Al rights reserved.
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4.1 Universal AV
You can view the current daily upload limit of the Universal AV by following the steps as

below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= Inthe SecureAPlus Settings window, click on Universal AV on the left menu.

= Under the Daily Upload Limit tab, the selected option with a tick at the side is the

current daily upload limit.

h -
% SecureAPlus Settings

Daily Upload Limit Message Popup Exclusions 0

H ®
| & Universal AV

Choose one that best meet your internet connection plan:

M Application » Unlimited
Whitelisting i
« 1GB
Scan Settings » 100 MB
> 10 MB

Update ' )
=
-
@' Manage Q P

: At times, some program files on your computer may be uploaded to Universal
¥ User Rights AV Server for complete scanning in the cloud. But none of your confidential
document will be uploaded as we respect your privacy.

g Store ‘ Account nlocktube A About /ﬁ\ Home Copyright © SecureAge Technology. All rights reserved.
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4.1.1  Daily Upload Limit

To restrict the daily upload limit, follow the step below:

= Select the options under Daily upload limit tab (default is 1GB). This is useful for
users who have a limited internet bandwidth.

N .
“ SecureAPlus Settings

Daily Upload Limit Message Popup Exclusions

—_
@, Universal AV

Choose one that best meet your internet connection plan:

™ Application | » Unlimited
Whitelisting )
+ 1GB
Scan Settings | » 100MmB
» 10 MB
-

Update . .
rory |
& Tips

!@, Manag_e At times, some program files on your computer may be uploaded to Universal
\F User Rights AV Server for complete scanning in the cloud. But none of your confidential

document will be uploaded as we respect your privacy.

H_ Store ‘ Account nl.ockCuhe A About /ﬁ\ Home Copyright © Securenge Technology. All rights reserved.

= Click on Apply button to apply the changes made.

é’- Note:

» When the Total number of bytes uploaded today reaches the limit set under Daily
upload limit (Eg: 10MB/100MB/1GB/Unlimited), the number of hashes will still be
uploaded but the number of sample files will not be uploaded. It will try again to
submit the files to the server next time if it does not exceed the daily upload limit.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 40
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4.1.2 Message Popup (“Good News” Message Prompt)
To enable or disable the “Good News” Message prompt after your computer startup,

follow the step below:

= In the SecureAPlus Settings window, click on Universal AV on the left menu and

click on the Message Popup tab.

i
% SecureAPlus Settings

Daily Upload Limit Message Popup Exclusions 0

H *
PN Universal AV
: "Good News" Message Prompt

When no virus is detected by Universal AV, this popup will appear

@ Application
o after rebooting your computer

Whitelisting

¥ Show message prompt

Scan Settings

Update
Apply

dz Tips

Manage By d P " ;

r y default, the “Good News” message prompt will show after every reboot of
User RIEhTS your computer if no virus is detected by Universal AV. To disable it, click on the

checkbox to remove the green tick.

g Store ‘ Account nlo:ktube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= Check or uncheck the Show message prompt to enable or disable the “Good News”

message prompt when no virus is detected by Universal AV.

= Click on Apply button to apply the changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 41
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4.1.3 UAV Engines Exclusions

To exclude the antivirus engine used by the Universal AV, follow the step below:

= In the SecureAPlus Settings window, click on Universal AV on the left menu and

click on the Exclusions tab.

) .
~ SecureAPlus Settings

o~ .
& Universal AV

™ Application
Whitelisting

Scan Settings

Update

@ Manage
¥ User Rights

Daily Upload Limit Message Popup

Untick the enEine that you want to exclude.

Exclusions

AVG

Avira
BitDefender
ClamAV

ESET
Emsisoft
McAfee
Microsoft Security Essentials
Morman
QuickHeal
Sophos
TotalDefense

I Apply I Cancel

H_Store ‘ Account i LockCube A About ﬁ Home

Copyright © SecureAge Technology. All rights reserved,

= Uncheck the engines that you want to exclude.

= Click on Apply button to apply the changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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4.2 Application Whitelisting

You can view the Application Whitelisting settings by following the steps as below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Application Whitelisting on the left

menu.

= The Standard Mode tab will be displayed.

b .
~ SecureAPlus Settings

Standard Mode Advanced Mode 0
() .
& Universal AV
. Standard Application Whitelisting Mod .
andard Application itelisting Mode Advanced Settings

™ Application ‘ + Interactive Mode

Whitelisting You will be prompted whether to trust and run & program not in the trusted list.

‘ » Lockdown Mode
Scan Sel‘l—ings All untrusted programs will be automatically blocked from running on your computer.

‘ > Trust All v

All trusted and untrusted programs are allowed to run temporarily.
Apply Cancel
@ Tips

!@, Manage Choose “Lockdown Mode’ if you cannot decide which program to trust and
E User nghts allow to run. But please remember to set any new program you wish to install
on your PC as a trusted installer before installation.

Update

H_Store ‘ Account i LockCube Anhout ﬁ Home Copyright © SecureAge Technology. Al rights reserved.
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4.2.1 Application Whitelisting Standard Mode

In the Standard Mode tab, users can manage the Standard Application Whitelisting
Mode.

= Select the options under Standard Application Whitelisting Mode:
- Interactive Mode (Default)
- Lockdown Mode

- Trust All for 5 minutes/30 minutes/until reboot

o )
% SecureAPlus Settings

| Standard Mode Advanced Mode 0
Standard Application Whitelisting Mode IS et

# Application | +/ Interactive Mode

—_
6) Universal AV

Whitelisting You will be prompted whether to trust and fun & program not in the trusted list.

| » Lockdown Mode

Scan Settings All untrusted programs will be automaticallly blocked from running on your computer.
| » Trust All v
All trusted and i . run temporari
Update » for 5 minutes

3l bwed to
» for 30 minutes Apply
@' Manage Q Tips » until reboot

Choose .1 gannot decide which program to trust and
User Rights il R Bl b b a a0 SEt 3Ny New program you wish to install
on your PC as a trusted installer before installation.

H— Store ‘ Account  fgh LockCube A About ﬁ Home Copyright @ SecureAge Technology. All rights reserved.

= Click on Apply button to apply the changes made.

& Note:

» This corresponds to selecting the modes via the SecureAPlus Tray Icon Menu
(Section 2.2).

» For users who are unable to decide which program to trust or allow to run, choose
“Lockdown Mode” as it will block all untrusted files straight away instead of asking
user for further actions.
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4.2.2  Application Whitelisting Advanced Mode

In the Advanced Mode tab, users can manage the Advanced Application Whitelisting
Mode.

= Trust based on digital signature (default) — Check on the checkbox beside it to trust
files as a trusted installer based on their digital signature even though these files are

not in the Application Whitelisting.
Allow application with valid digital signature to be trusted as installer if:

- its certificate is trusted by the operating system — Select the radio button

beside it to allow applications to be trusted so long if it is trusted by the OS.

- its certificate name is in the trusted certificate list (default) — Select the radio
button beside it so that only applications with certificate name listed in the trusted

certificate list will be trusted. (Refer to Section 7.2.3 — Trusted Certificate)

- its certificate name and thumbprint is in the trusted certificate list — Select
the radio button beside it so that only applications with certificate name and
thumbprint listed in the trusted certificate list will be trusted. (Refer to Section
7.2.3 — Trusted Certificate)

= Learning mode — Check on the checkbox beside it to turn on learning mode so that
all the applications which are supposed to be blocked by Application Whitelisting will

be written to a log file instead.

A
% SecureAPlus Settings X
-

Advanced Application Whitelisting Mode

& Trust based on digital signature m

Allow application with valid digital signature to be trusted as installer if:

5 Universal AV

™ Application
Whitelisting

) its certificate is trusted by the operating system
@ its certificate name is in the trusted certificate list
Scan Settings O its certificate name and thumbprint is in the trusted certificate list

E Learning mcae

This is an observation mode. All the blocked applications are recorded in

- ——— e e e
& Tips

@, Manage This configuration is for advanced users. If you are unsure of how to configure
¥ User Rights this setting, you can just go with the default setting which already provides
robust protection against dubious programs.

#Store ‘ Account achItCube Anhuut ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= Click on Apply button to apply the changes made.
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é Note:

» During initial installation, Application Whitelisting will do a whitelisting on the system to
whitelist the files and creates a whitelist database file at the end. It will use this

whitelist file to check whether the files are trusted or not.

» The Application Whitelisting feature will immediately kicks in right after installation, so
even while it is still doing the initial whitelist creation, Application Whitelisting will start

to prompt when a new file or application is being executed.

» By default, if the file is not in the whitelist, it will be trusted using its digital signature

instead but only if it is under the trusted certificate list.

» Normally, learning mode is being used for testing purposes or for learning the
behaviour of Application Whitelisting.

To view the application whitelisting log, follow the step below:

= Click on View Log button, it will launch the log using the notepad.

ﬁ., SecureAPlus Settings X

Standard Mode Advanced Mode 0
Advanced Application Whitelisting Mode

Advanced Settings
M Trust based on digital signature

Allow application with valid digital signature to be trusted as installer if:

™ .
o Universal AV

™ Application
Whitelisting

O its certificate is trusted by the operating system
@ its certificate name is in the trusted certificate list
Scan Settings O its certificate name and thumbprint is in the trusted certificate list

[] Learning mode
This is an observation mode. All the blocked applications are recorded in

Update the whitelist log.
QTips

This configuration is for advanced users. If you are unsure of how to configure

User Rights this setting, you can just go with the default setting which already provides
robust protection against dubious programs.

Manage

# Store ‘ Account ﬂlocktube A About /ﬁ\ Home Copyright © Securefge Technology. All rights reserved.

To view the advanced settings for Application Whitelisting, follow the steps below:

= Click on the Advanced Settings button within either the Standard Mode tab or
Advanced Mode tab under Application Whitelisting on the left menu. The

Application Whitelisting window will launch.
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F )
~ SecureAPlus Settings

Standard Mode Advanced Mode 9
Standard Application Whitelisting Mode e et

# Application | « Interactive Mode

~~ .
& Universal AV

Whitelisting You will be prompted whether to trust and run a program not in the trusted list.

| » Lockdown Mode
Scan Settings All untrusted programs will be automatically blocked from running on your computer.

| > Trust All v

All trusted and | for 5 minutes allowed to run temporarily.

Update
(= m]
» for 30 minutes Apply

& Tips :

» until reboot
Manage Choose .1 cannot decide which program to trust and
User Rights allow to run. But please remember to set any new program you wish to install

on your PC as a trusted installer before installation.

#Stare ‘ Account nlo:ktuhe Anhuut ﬁ Home Copyrig cureAge Technology. All rights

P
= SecureAPlus Settings

Standard Mode Advanced Mode 9

Advanced Application Whitelisting Mode

Advanced Settings
& Trust based on digital signature

Allow application with valid digital signature to be trusted as installer if:

A\ Uni | AV
&> niversa

™ Application
Whitelisting

 its certificate is trusted by the operating system

@ its certificate name is in the trusted certificate list

1 its certificate name and thumbprint is in the trusted certificate list

[ Learning mode
This is an observation mode. All the blocked applications are recorded in

the whitelist log.
& Tips

Manage This configuration is for advanced users. If you are unsure of how to configure
User Rights this setting, you can just go with the default setting which already provides

robust protection against dubious programs.

= The Application Whitelisting window will launch.
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' Application Whitelisting

General | Restricted Applications | Trusted Certficate | Seript | Status |

[ Export whitelist o a file.. ] | Import whitelist from a fie... ]

[ Compact Whitelist Database J | View log J

list.

r computer.

to trust and
vish to install

g Store ‘ . All rights reserved.

— [ ok || canest || ppy |

Manage
User Righ

= Alternatively to navigate to this Application Whitelisting Settings window directly, you
can click Start, point to All Programs. Click on SecureAge and click on Application
Whitelisting.

5] Windows Fax and Scan
Ej Windows Update
- KPS Viewer

. Accessories
. Games
. Maintenance
. Microsoft Office
. Securefge

& Application Whitelisting
‘ SecurefPlus

@ Uninstall SecureAPlus
L. Startup

—

4 Back

| |Search programs and files 2 |

e | -
C{? Note:

» Refer to Section 7.2 for the detailed advanced settings of Application Whitelisting.
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4.3 Scan Settings

Users can disable the real-time scanning if they wish to by following the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

In SecureAPlus window, click on the Settings icon to view the settings.

= Inthe SecureAPlus Settings window, click on Scan Settings on the left menu.

™
~ SecureAPlus Settings

Antivirus Exclusions Included File Types

L .
& Universal AV
: Antivirus Information

Offline antivirus engine: Clamay 0.98.7
- Applicaﬁun Virus signature version: 20846, Fri Aug 28 12:37:34 2015

Whitelisting

Antivirus Settings:
& Enable Offline Antivirus
Scan Settings & Enable Universal AV

& Enable Real-time Scanning

Updat
pdate

@ Manage
¥ User Rights

gswre ‘ Account nLockCube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.
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431 Antivirus

To setup your antivirus settings, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Scan Settings on the left menu and
click on the Antivirus tab.

= By default, Offline Antivirus, Universal AV and Real-time Scanning are enabled.

’?., SecureAPlus Settings

Antivirus Exclusions Included File Types

-~ .
@ Universal AV

Antivirus Information
Offline antivirus engine: Clamay 0.98.7
- Application Wirus signature version: 20846, Fri Aug 28 12:37:34 2015

Whitelisting

Antivirus Settings:
& Enable Offline Antivirus
Scan Settings W Enable Universal AV

W Enable Real-time Scanning

Manage
User Rights

#Store ‘ Account ﬂl.oclttube A.ﬂlhuut ﬁ Home Copyright © SecureAge Technology. All rights reserved,

é Note:

» Universal AV with no real-time protection will scan all the executable files on

user’s machine continuously in the cloud.

» Universal AV with real-time protection will scan all the executable files on user’s
machine continuously in the cloud. It also immediately scans any newly installed or
created executable files and when an untrusted application is being executed.

» Universal AV and Offline Antivirus are both used for real-time scanning.

» For Universal AV, it requires to have online internet connection to connect to the
cloud. But to also stay protected even without internet connection, the Offline
Antivirus (ClamAV) will kick in which requires no internet connection and still able to
protect user’s machine.
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4.3.1.1 Universal AV without real-time protection
= For only protection from Universal AV, select the option as shown below.

-
< SecureAPlus Settings

Antivirus Exclusions Included File Types 9

A Uni | AV
&> niversal

Antivirus Information
Offline antivirus engine: Clamay 0.98.7

- Applicaﬁon Virus signature version: 20836, Wed Aug 26 04:51:25 2015
Whitelisting Antivirus Settings:
[Z] Enable Offline Antivirus
Scan Settings ¥ Enable Universal AV

] Enable Real-time Scanning

Update

'@' Manage
¥ User Rights

gStare ‘ Account nlo:kCube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved,

= Click on Apply button to apply the changes made.

= A message will pop up saying that the ClamAV will still remain in the memory until
the machine is rebooted. (Note: The message will only appear when user switches
from Enable Offline Antivirus to disable.)

F o
< SecureAPlus Settings

Antivirus Exclusions Included File Types

A Uni | AV
& niversa

™ Application SIS
Whitelisting

Antivirus Information
Offline antivirus engine: Clamav 0.98.7

@ ClamAV will remain in the memory until the machine is rebooted.
Scan Setting|

] [EEET

r@; Manage
¥ User Rights

H_Store ‘ Account nlockCube /\About ﬁ Home
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The SecureAPlus tray icon will also display a message saying that the real-time
scanning is disabled.

-
2 SecureAPlus Settings

Antivirus Exclusions Included File Types 9

A\ Uni | AV
& niversa

Antivirus Information

Offline antivirus engine: Clam&y 0.98.7

- Appl ication Virus signature version: 20836, Wed Aug 26 04:51:25 2015
Whitelisting

Antivirus Settings:
[l Enable Offline Antivirus
Scan Settings ¥ Enable Universal AV

[] Enable Real-time Scanning

Update

r@; ELET.S
N User Rights

g—Stare ‘ Account nlo:kCube A About ﬁ Home

S0l @ SecureAPlus 2 X
\ Real-time scanning is disabled.
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4.3.1.2 Universal AV with real-time protection
= For protection from Universal AV and real-time scanning by Universal AV, select

the options as shown below.

N
2 SecureAPlus Settings

Antivirus Exclusions Included File Types

-—
o\ Universal AV
. Antivirus Information
Offline antivirus engine: Clamay 0.98.7

- Applicaﬁon Virus signature version: 20836, Wed Aug 26 04:51:25 2015
Whitelisting Antivirus Settings:
] Enable Offline Antivirus
Scan Settings & Enable Universal AV

¥ Enable Real-time Scanning
r@; Manage
\% User Rights

Update

gswre ‘ Account nlo:ktuhe Anhuut ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= Click on Apply button to apply the changes made.

= A message will pop up saying that the ClamAV will still remain in the memory until the

machine is rebooted. (Note: The message will only appear when user switches from

Enable Offline Antivirus to disable.)

F .
< SecureAPlus Settings

A Uni | AV
& niversa

™ Application SV
Whitelisting

Antivirus Exclusions Included File Types

Antivirus Information
Offline antivirus engine: Clam&y 0987

@ ClamAY will remain in the memory until the machine is rebooted.

] [T

r@' Manage
¥ User Rights

g Store ‘ Account nLo:kCube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 53



SecureAPlus User Guide

= The SecureAPlus tray icon will display a message saying that the real-time scanning
is enabled.

—
< SecureAPlus Settings

Antivirus Exclusions Included File Types 9

2 Uni Y
&S niversal

Antivirus Information
Offline antivirus engine: Clamay 0.98.7
5 Applicaﬁon Wirus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
[l Enable Offline Antivirus
Scan Settings ¥ Enable Universal AV

W Enable Real-time Scanning

Update

r@' Manage
" User Rights

gStare ‘ Account  fh LockCube Ahbout ﬁ Home =L @ SecureAPlus A X
\ Real-time scanning is enabled.

[®z 'f:l i)
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4.3.1.3 Universal AV and Offline Antivirus without real-time protection

= For both engines to be used for manual scanning (Eg: Right click to scan a file

using Windows Explorer) and Universal AV to still do scanning at the background,

select the options as shown below.

_— .
~ SecureAPlus Settings

2 Universal

o> Universal AV

@ Application
Whitelisting
Scan Settings
Update

r@; Manage

% UserRights

H_Stare ‘ Account nLo:kCube Anhuut ﬁ Home

Antivirus Exclusions

Antivirus Information
Offline antivirus engine: Clamav 0.98.7

Included File Types

Virus signature version: 20836, Wed Aug 26 04:51:25 2015

Antivirus Settings:
¥ Enable Offline Antivirus
¥ Enable Universal AV

[] Enable Real-time Scanning

= Click on Apply button to apply the changes made.

= The SecureAPlus tray icon will display a message saying that the real-time scanning

is disabled.

e .
< SecureAPlus Settings

Copyrigh

ecureAge Technology. All rights reserved.

™ Application
Whitelisting
Scan Settings
Update

-~ |
o Universal AV
Manage
% User Rights

Antivirus Exclusions

Antivirus Information
Offline antivirus engine: ClamAv 0.98.7

Included File Types

Virus signature version: 20836, Wed Aug 26 04:51:25 2015

Antivirus Settings:
& Enable Offline Antivirus
W Enable Universal AV

[l Enable Real-time Scanning

W store @ Account f@hLockcube A\ About ) Home

.

Copyr|

& SecureAPlus A x

Real-time scanning is disabled.

[ S )
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4.3.1.4 Universal AV with Offline Antivirus with real-time protection
= For full protection of Offline Antivirus and Universal AV with real-time scanning,
select the options as shown below.

o~
= SecureAPlus Settings

Antivirus Exclusions Included File Types

F s ) .
& Universal AV

Antivirus Information
Offline antivirus engine: ClamAv 0.98.7
-~ Applicaﬁun Virus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
& Enable Offline Antivirus
Scan Settings & Enable Universal AV

¥ Enable Real-time Scanning

Update

Manage
¥ User Rights

g Store ‘ Account nlockt_uhe A About /ﬁ\ Home Copyrigh ecureAge Technology. All rights reserved.

= Click on Apply button to apply the changes made.

= The SecureAPlus tray icon will display a message saying that the real-time scanning
is enabled.

_—
= SecureAPlus Settings

Antivirus Exclusions Included File Types

o~ .
& Universal AV
= Antivirus Information
Offline antivirus engine: ClamAV 0.98.7
- Applicaﬁon Virus signature version: 20836, Wed Aug 26 04:51:25 2015
Whitelisting
P Scan Settings
& Enable Real-time Scanning
Update
EE o |
(ELETL
¥ User Rights

H-Store ‘ Account i LockCube A About ﬁ Home @ SecureAPlus A X
\ Real-time scanning is enabled.

Antivirus Settings:
& Enable Offline Antivirus
& Enable Universal AV

B i
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4.3.1.5 Application Whitelisting only

= For only protection from Application Whitelisting, do not enable any settings as
shown below.

P
< SecureAPlus Settings

Antivirus Exclusions Included File Types 9

2 Uni | AV
&y Yniversa

Antivirus Information
Offline antivirus engine: ClamAy 0.98.7
- Applicaﬁon Wirus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
] Enable Offline Antivirus
Scan Settings [l Enable Universal AV

[] Enable Real-time Scanning

Update

r@; Manage
\¥ User Rights

H— Store ‘ Account nlo:kCube A About ﬁ Home Copyright © SecureAge Technelogy. All rights reserved,

= Click on Apply button to apply the changes made.
= A message will pop up saying that the ClamAV will still remain in the memory until

the machine is rebooted. (Note: The message will only appear when user switches
from Enable Offline Antivirus to disable.)

o
< SecureAPlus Settings

Antivirus Exclusions Included File Types

A\ Uni A\
&y Universa

™ Application SmrrEA'I"Ius
Whitelisting

Antivirus Information
Offline antivirus engine: ClamAy 0.98.7

@ ClamAV will remain in the memery until the machine is rebooted.
Scan Setting!

e [T

r@; Manage
¥ UserRights

g Store ‘ Account ﬂ LockCube A About ﬁ Home Copyright © SecureAge Technology. All right
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= The SecureAPlus tray icon will also display a message saying that the real-time

scanning is disabled.

-
~ SecureAPlus Settings

A Uni A\
o> niversa

@ Application
Whitelisting

Scan Settings

Update

r@; Manage
User Rights

W store & Account f@hLockcube A\ About ) Home

Antivirus Exclusions Included File Types

Antivirus Information
Offline antivirus engine: Clamav 0.98.7

Virus signature version: 20836, Wed Aug 26 04:51:25 2015

Antivirus Settings:
[l Enable Offline Antivirus
[l Enable Universal AV

) Enable Real-time Scanning

.

Ll ) SecureAPlus A x

Real-time scanning is disabled.
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4.3.1.6 Offline Antivirus without real-time protection
= For only protection from Offline Antivirus only without any real-time scanning as

shown below.

—
~ SecureAPlus Settings

Antivirus Exclusions Included File Types 9

Antivirus Information

™
o Universal AV
=
Offline antivirus engine: ClamAv 0.898.7
-~ Ap on Virus signature version: 20836, Wed Aug 26 04:51:25 2015
Whitelisting Antivirus Settings:

¥ Enable Offline Antivirus
Scan Settings ] Enable Universal AV

[J Enable Real-time Scanning

Update

r@; Manage
¥ User Rights

ﬁ Store ‘ Account nLo:kCube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved,

= The SecureAPlus tray icon will also display a message saying that the real-time
scanning is disabled.

-~
< SecureAPlus Settings

Antivirus Exclusions Included File Types 9

A\ Uni | AV
& niversal

Antivirus Information
Offline antivirus engine: Clamay 0.98.7
- Applicaﬁon Wirus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
& Enable Offline Antivirus
Scan Settings ] Enable Universal AV

[] Enable Real-time Scanning

Update

Manage
User Rights

gStare ‘ Account nlockCube Anbout ﬁ Home Copyr
e

& SecureAPlus XX

Real-time scanning is disabled.

[ )
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4.3.1.7 Offline Antivirus with real-time protection
=  For only protection from Offline Antivirus only with real-time scanning as shown
below.

F .
= SecureAPlus Settings

Antivirus Exclusions Included File Types

A Uni -\")
25 niversa

Antivirus Information
Offline antivirus engine: Clamayvy 0.98.7
- Applicaﬁon Yirus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
¥ Enable Offline Antivirus
Scan Settings [l Emable Universal AV

¥ Enable Real-time Scanning

Update

Manage

User Rights

ﬂ Store ‘ Account nlo:ktube A About ﬁ Home Copyright @ Securefge Technology. All rights reserved.

= The SecureAPlus tray icon will also display a message saying that the real-time
scanning is enabled.

—
~ SecureAPlus Settings

Antivirus Exclusions Included File Types 9

A Uni | AV
&y Universa

Antivirus Information
Offline antivirus engine: Clamay 0.98.7
- Applicaﬁon Wirus signature version: 20836, Wed Aug 26 04:51:25 2015

Whitelisting

Antivirus Settings:
& Enable Offline Antivirus
Scan Settings [] Enable Universal AV

¥ Enable Real-time Scanning

Update

Manage
User Rights

gswre ‘ Account nLo:kCube A About ﬁ Home Copyr
e

@ SecureAPlus IR crved.

Real-time scanning is enabled.

[Be i
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4.3.2 Files/Folders Exclusions

Certain folders or files can be specified under the list of exclusions in order for it to be

excluded from scanning.

To setup your exclusions settings, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Scan Settings on the left menu and

click on the Exclusions tab.

= Click on Add button to add folders or files to be excluded from scanning.

™
% SecureAPlus Settings X

Antivirus Exclusions Included File Types 0

Specify the files or folders to be excluded from scanning:

-~ .
& Universal AV

N M
™  Application Ame

Whitelisting | m
Scan Settings

Update
@ Tips

!@, Manage Universal AV will not upload and scan excluded program files in the cloud.
‘¥ User Rights Similarly, SecureAPlus Offline Antivirus will not scan excluded document files

and excluded new program files.

# Store ‘ Account nlocktube A About /ﬂ\ Copyright © SecureAge Technology. All rights reserved.

= Select the folder or file to be excluded on scanning and click on OK button.

Select a file or folder: u
|

1Ml Computer
[ g Floppy Disk Drive (A:)
» &, Local Disk (C2)
I i DVD RW Drive {D:)
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= |t will be displayed under the list of exclusions.

F o ) -
= SecureAPlus Settings

Antivirus Exclusions Included File Types

™
&5 Universal AV
= Specify the files or folders to be excluded from scanning:

™ Application
Whitelisting C:\Users\Admin'DesktopTest

Scan Settings
Update
o oo ]| coe

& Tips
l‘@! Manage Universal AV will not upload and scan excluded program files in the cloud.

¥ User Rights Similarly, SecureAPlus Offline Antivirus will not scan excluded document files
and excluded new program files.

g— Store ‘ Account nl.o:k(:ube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= The newly added folders or files to be excluded on scanning will be added to the list

of exclusions. Then click on Apply button to apply the changes made.

To remove folders or files that are excluded on scanning, follow the steps below to

remove:

= Select the folders or files under the list and click on Remove button.

i ) .
2 SecureAPlus Settings

T TH Exclusions Included File Types 9

™
oN Universal AV
= Specify the files or folders to be excluded from scanning:
@ Application = .
Whitelisti ng C:\Users\admin\DesktopTest

Update
o] _cara

@ Tips

!@' Manage Universal AV will not upload and scan excluded program files in the cloud.
\ User Rights Similarly, SecureAPlus Offline Antivirus will not scan excluded document files
and excluded new program files.

gswre ‘ Account ﬂlock(:ube Anhuut ﬁ Home Copyright @ SecureAge Technology. All rights reserved.
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= The selected folders or files will be removed from the list of exclusions and will be

included on scanning. Then click on Apply button to apply the changes made.

File exclusion during real-time scanning

SecureAPlus will prompt user when there is a threat detected. When user is sure that it is
not a threat, select Ignore and click on the OK button. This will put the file into the list of
exclusions which will be excluded from real-time scanning. User will not be prompted for

further action on the file anymore.

SecureAge Antivirus

SecureAge

@ Threat detected!

Win32/Tnega.XAAl!suspicious
Detected by: AVG, BitDefender, ESET, TotalDefense

File: c:\users\sjie\desktop\mailpv.exe

What action would you like to perform to this file?

@ Quarantine

() Delete

i) Allow once

() Ignore

[ Remember my answer throughout this session.

However, to get prompted again for the same file, user has to manually remove it from

the list of exclusions.

G Note:

» Quarantine: Moves the infected file to an isolated area to prevent it from causing any

issues or harm to the machine.
» Delete: Totally remove the infected file from the machine.

» Allow: Gives the infected file the permission to execute one time only. User will be

prompted again when the infected file is being accessed the next time.

» Ignored permanently: Disregard the file totally even if it is an infected file and goes
under the Ignored and Exclusion lists.
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4.3.3 Included File Types

Certain file types can be specified under the list of extension in order for it to be included

for real-time scanning.

By default the Antivirus client always includes the following extensions for real-time

scanning:
New program files, .pdf, .docx, .doc, .xIsx, .xls, .pptx, .ppt

And all the executable files regardless of its file extension are also included.

" Note:

» With Universal AV installed and enabled, only new executable files will be scanned.
Those executable files that has already been trusted and run will not go through the
real-time scanning anymore. As continuous scanning is being done by the Universal
AV server, there is no need to scan the same executable files on the local machine.

Therefore with Universal AV, the speed will be improved tremendously.

To setup the file types to be included on real-time scanning settings, follow the steps

below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.
» In SecureAPIlus window, click on the Settings icon to view the settings.

* In the SecureAPlus Settings window, click on Scan Settings on the left menu and

click on the Included File Types tab.

To add files to be included during real-time scanning, follow the steps below to add:

= Under File extensions, enter the extensions and click on Add button.
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-
= SecureAPlus Settings

Antivirus Exclusions Included File Types | 9

P
&> Universal AV
= Specify the file extensions to be included in the scanning by:
@ Application Offline Antivirus .
Whitelisting zip;rar] Add

Update
@ Tips
,@, Manage Universal AV scans .dll, .exe, .jar and .msi files in the cloud and SecureAPlus
User Rights Offline Antivirus scans new program files, .pdf, .docx, .doc, .xlsx, .xIs, .pptx and

.ppt files at the PC. You can also add in other file extensions for scanning.

Note: Separate multiple file extensions with semicolon (;):
can Settings

g Store ‘ Account nlo:kCube A About /ﬁ\ Home Copyright © Securefge Technology. All rights reserved.

= The newly added file extension will be added to the list of extensions and will be
included during real-time scanning. Then click on Apply button to apply the changes

made.

-
- SecureAPlus Settings

Antivirus Exclusions Included File Types 9

-
oy Universal AV
- Specify the file extensions to be included in the scanning by:

Mote: Separate multiple file extensions with semicolon (;):

@ Application Offline Antivirus
Whitelisting | m
Extension
Scan Settings -Zip
rar

Update

@ Tips
,@, Manage Universal AV scans .dll, .exe, .jar and .msi files in the cloud and SecureAPlus
‘¥ UserRights Offline Antivirus scans new program files, .pdf, .docx, .doc, .xlsx, .xls, .pptx and

.ppt files at the PC. You can also add in other file extensions for scanning.

gswre ‘ Account ﬂlo:ktube Anhuut ﬁ Home
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To remove files so that are included during real-time scanning, follow the steps below to

remove:

= Under the list of extensions, select the extension and click on Remove button.

-
= SecureAPlus Settings

Antivirus Exclusions Included File Types 9

e
N Universal AV
= Specify the file extensions to be included in the scanning by:
Mote: Separate multiple file extensions with semicolon (;):

@ Application Offline Antivirus

Whitelisting Add
Scan Settings

rar

Update
& Tips

l@! Manage Universal AV scans .dll, .exe, .jar and .msi files in the cloud and SecureAPlus
User nght‘- Offline Antivirus scans new program files, .pdf, .docx, .doc, .xlsx, .xls, .pptx and

.ppt files at the PC. You can also add in other file extensions for scanning.

g Store ‘ Account nLockCube A About ﬁ Home Copyright € SecureAge Technology. All rights reserved.

= The selected file extension will be removed from the list of extensions and will be
excluded on real-time scanning. Then click on Apply button to apply the changes

made.

P
~ SecureAPlus Settings

Antivirus Exclusions Included File Types 9

F
oy Universal AV
= Specify the file extensions to be included in the scanning by:
Mote: Separate multiple file extensions with semicolon (;):

@ Application Offline Antivirus
Whitelisting m

Extension Remaove

Scan Settings rar

Upd
Q Tips

!@, Manage Universal AV scans .dll, .exe, .jar and .msi files in the cloud and SecureAPlus
¥ User nghts Offline Antivirus scans new program files, .pdf, .docx, .doc, .xlsx, xls, .pptx and

-ppt files at the PC. You can also add in other file extensions for scanning.

gswre ‘ Account nlo:ktube AAhuut ﬁ Home Copyri ) Securefge Technology. All rights reserved.
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4.4 Update
44.1 Software
To setup your software update settings, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Update on the left menu and click on
the Software tab.

= To update the SecureAPlus software, click on the Update button, SecureAPlus will

check if there’s any new version updates.

™
< SecureAPlus Settings

| Software Virus Signature 0
Software U|:!date and Setting Update
Current Version: 3.4.1.1

‘ ' Automatic update ‘

™ .
& Universal AV

@ Application
Whitelisting

Scan Settings ‘ » Notify me for new update

- ‘ » Manual update
ate
o P

& Tips

' Select an option that best meet your future software update's requirement.
o User nghts Alternatively, click on the "Update” button to manually check and update to the
latest SecureAPlus version now,

Manage

H_ Store ‘ Accourit aLo:ktube A About ﬁ Copyright © SecureAge Technology. All rights reserved.

Under Software Update Options, you can select any of the listed options:

= Automatic update. — SecureAPlus will automatically update when there is a new

software update. (This is the default selected option)

= Notify me when an update is available. — When new updates are available,

SecureAPIlus will notify user about it.
= Manual update. — SecureAPlus will not automatically check for any new updates.

= Click on Apply button to apply any changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 67



SecureAPlus User Guide

4.4.1.1 Automatic update

When there is a new software update, SecureAPlus will automatically update the
software.

Certain operating systems will require allowing User Account Control for

updating SecureAge software. Click Yes to run update for SecureAPlus software,
otherwise click No.

@] User Account Control @

/7 Do youwantto allow the following program to make

& changes to this computer?

9 Program name:  Update SecureAPlus
Verified publisher: SecureAge Technology Pte Ltd
File crigin: Hard drive on this computer

(w) Show details | Yes J[ N |

Change when these notifications appear

= |t will start to download the new update.

SecureAPlus Software Update = 2|
- N

SecureAge

Download

Downloading SecureAPlusSetup_v1.0.27.exe.
Please wait...

—r |
21446656 of 95113944 bytes 22%

N

Upon completion of the downloading, follow the installation steps to complete
updating SecureAPlus.
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4.4.1.2 Notify me for new update
If user chooses the Notify me when an update is available option for Software
Update Options, when there is a new software update, it will prompt user that there is

an update available. Click on Download & Install to update, otherwise click Cancel.

SecureAPlus Software Update e S

-~ -

W

s

SecureAge

g/ Software Update

There is an update available for SecureAPlus.
It is recommended that you always install the latest updates.

[ Download & Install ] [ Cancel

Certain operating systems will require allowing User Account Control for
updating SecureAge software. Click Yes to run update for SecureAPlus software,
otherwise click No.

'@ User Account Control @

Q‘] Do you want to allow the following program to make
./

changes to this computer?

@ Program name:  Update SecureAPlus
Verified publisher: SecureAge Technology Pte Ltd
File origin: Hard drive on this computer

(v) Show details | ove [ N |

Change when these notifications appear

= |t will start to download the new update.
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 SecureAPlus Software Update =& s
/\1 > '
SecureAge

Ly

Download

Downloading SecureAPlusSetup_v1.0.27.exe.
Please wait...

— )

21446656 of 95113944 bytes 22%

= Upon completion of the downloading, follow the installation steps to complete

e

updating SecureAPlus.

4.4.1.3 Manual update

To check the SecureAPlus software update manually, follow the steps below:

= Click on the Check Update button.

p—
. SecureAPlus Settings X

0
A Uni | AV
o> niversa ]
Software Update and Setting
) Update
Current Version: 2.3.2.1
@ Application
Whitelisting ‘ « Automatic update |
‘ > Motify me for new update

- ‘ P Manual update
Update |
-
& Tips
,@, Manage Select an option that best meet your future software update’s requirement.
User Rights Alternatively, click on the “Update” button to manually check and update to the

latest SecureAPlus version now.

H Store ‘ Account A About /ﬁ\ Home Copyright © SecureAge Technology. All rights reserved.

= The SecureAPlus Software Update window will appear and start to check for

new updates.
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-
SecureAPlus Software Update

SecureAge

Y Check New Update

"\‘\.- Checking whether there is any new update. Please wait...

L=l N o of -Bomm o o of of of o

Upon completion of checking new updates, if the SecureAPlus is up to date, it will

display a message saying that the software is up to date.

i SecureAPlus Software Update
/N
SecureAge

0 Up to date

Your software is up to date.

Lo ]

= Else if there is a new software update, it will prompt user that there is an update
available. Click on Download & Install to update, otherwise click Cancel.
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&* Note:

» To change the options for software updates, click on Options... button, a new

window will appear to allow you to make changes to the update method.

SecureAPlus Software Update u

/N
SecureAge

g/ Software Update

There is an update available for SecureAPlus.
It is recommended that you always install the latest updates.

[ Domnlosd aimstal ][ Gance

» After making the selection, click on OK button to proceed.

SecureAPlus Software Update u

e

A -~
SecureAge

Choose your update method for future software releases:
@ Automatic update.
() Notify me when an update is available.

(7) Manual update.

» Click on Download & Install and it will start to download the new update.

SecureAPlus Software Update ==

SecureAge

\1\1/

. = Download

11 s Downloading SecureAPlusNoVirusDefSetup_v3.0.0.exe.
Please wait...

—

3801088 of 34541952 bytes

11%
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= Upon completion of the download of new update, SecureAPlus installation will

start.
' SecureAPlus Beta v3.0.0 Setup | = [ 23
Installing
Pleaze wait while SecureAPlus Beta v3.0.0 iz being installed. ﬁ
L]
Extract: saappctl.inf... 100% -

Extract: SATrustCte.dll... 100%

Extract: Application Whitelisting.exe... 100%
Extract: Process Protector.exe... 100% B
Extract: saappsvc.exe... 100%
Extract: sanotifier.exe... 100%
Extract: SearchSvc.exe... 100%
Extract: saappctl.sys... 100%:
Extract: FinishInstallation.exe... 100%:
Extract: SASystemScan.exe

m

Securefge Technology

< Bacdk Close Cancel

= |t will prompt to reboot when installation completes, select Yes to restart your

computer. Otherwise, select No and reboot later.

G// Note:

It is recommended that you reboot the machine at the end of installation process in

order to have all the features working properly.

¥ SecurefPlus Beta v3.0.0 Setup | = |

Installation Complete
Setup was completed successfully, ﬁ

Completed

¥ SecureAPlus Beta v3.0.0 Setup |

4C% Your computer needs to be restarted for the new updates to take effect,
WY Do youwant to reboot the systermn now?

Yes | [ Mo

L8

— —)

Securefge Technology

< Back Cancel
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4.4.2  Virus Signature
To setup your software update settings, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.
= In SecureAPlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Update on the left menu and click on
the Virus Signature tab.

’?‘, SecureAPlus Settings X

Software Virus Signature 0
Virus Signature Update and Setting Update

e Virus siﬁnature version: 20846i Fri AuE 28 12:37:34 2015
™ Application
Whitelisting ‘ « Automatic daily update ‘ | » Manual update

™
6) Universal AV

Viirus Signature Server: database.clamav.net

Scan Settings

Proxy Server: Port:

Update Retrieve System Proxy Settings
@ Tips

Manage Click on the “Update” button to manually update the virus signature or select an
User Rights option that best meet your future wirus signature update’s requirement.

Configure the proxy server if the virus signature fails to update.

g Store ‘ Account nl.oclttube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

Under Virus Signatures Update Options, you can select any of the listed options:

= Automatic daily update — SecureAPlus will automatically update the antivirus data

daily. (This is the default selected option)

= Manual update — User have to manually update the antivirus database in order to

update it. Click on the Update Virus Signature button to manually update it.

= Click on Apply button to apply any changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 74



SecureAPlus User Guide

Proxy Server — Users can manually set their own proxy server and port number to

retrieve their system proxy settings via their Internet Explorer browser which will be used

by ClamAV to update their virus signature.

5,
~ SecureAPlus Settings

R Uni Y
o niversa

™ Application
Whitelisting

Scan Settings

Update

Manage
¥ User Rights

Software Virus Signature

Virus Signature Update and Setting

Virus signature version: 20846, Fri Aug 28 12:37:34 2015

‘ « Automatic daily update ‘ | P> Manual update

Viirus Signature Server: database.clamaw.net

Proxy Server: Port:

Retrieve System Proxy Settings

Click on the “Update” button to manually update the virus signature or select an
option that best meet your future virus signature update’s reguirement.
Configure the proxy server if the virus signature fails to update.

Q Tips

H_ Store ‘ Account nlo:k(_ube A About C ureAge Technolc

To update the virus signature, click on the Update button.

F o
< SecureAPlus Settings

A\ Uni A\
& Yniversa

@ Application
Whitelisting

Scan Settings

Update

r@; Manage
"% User Rights

Software Virus Signature

Virus Signature Update and Setting

Virus signature version: 20846, Fri Aug 28 12:37:34 2015

‘ « Automatic daily update | ‘ » Manual update

Virus Signature Server: database.clamav.net

Proxy Server: Port:

Retrieve System Proxy Settings

Click on the “Update” button to manually update the virus signature or select an
option that best meet your future wvirus signature update’s requirement.
Configure the proxy server if the virus signature fails to update.

Q Tips

H_Smre ‘ Account nLo:kCube Anhuut ﬁ Home Copyright © SecureAge Technology. All rights reserved.
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= |t will download and update the latest virus definitions.

rSecureAge Antivirus Signatures Upda?:?
L o e
SecureAge >

Downloading.. .

0%

ClamAY update process started at Fri Aug 28 16:29:51 2015

main.cld is up to date {version: 55, sigs: 2424225, fevel: 60, builder: nea)
daily.dd is up to date {version: 20848, sigs: 15470693, fdevel: 63, builder: neo)
bytecode.dd is up to date (version: 268, sigs: 47, fdevel: 63, builder: anvilleg)

When it shows that it is done, click on OK button to return back to the SecureAPlus
Settings window.

Securefge Antivirus Signatures Update

SecureAge

ClamAY update process started at Fri Aug 28 16:29:51 2015
main.dd is up to date (version: 55, sigs: 2424225, fdevel: 60, builder: nea)
daily.dd is up to date {version: 20848, sigs: 1547069, fdevel: 63, buider: neo)

bytecode.dd is up to date (version: 263, sigs: 47, fHevel: 63, builder: anvilleq)
Daone.
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L= Note:

» Automatic update settings are good whereby once it detects that there is a new
version, it will update automatically in the background and does not require any
actions from the user. User will be automatically protected by the latest security

updates.

» However, sometimes it may add on more traffic loads on a user whom already has a
heavy traffic load which in turn causes the system to run very slow due to the heavy
use of system resources. Also, some users would like to have a control over what is
being downloaded and installed into their systems. For such cases, users are

recommended to opt for the manual update options.
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4.5 Manage User Rights
45.1 Manage Groups/Users in Windows

45.1.1 Difference between Trusted Groups and Trusted Users

One user can belong to a certain group or it can belong to multiple groups.
For example, admin belongs to Administrators and Users group. Chloe and Sijie

each belong to Administrators and Users group respectively.

User Accounts

Users | advanced

Use the list below to grant or deny users access to your computer,
and to change passwords and other settings.

[] Users must enter a user name and password to use this computer.

Users for this computer:

User Mame Group
- Administrators; Users
B2 Chloe Administrators
% Sijie Users
Add... Remowve Properties

Paszword for admin

% To change your password, press Ctrl-Alt-Del and select Change

Password.
Reset Password...

ok || cancel Apply
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As shown under the groups list, these are the default groups created by Windows.

N
~ SecureAPlus Settings

0
™
&S Universal AV
= Specify list of users who have the rights to modify the whitelist:
7\ Application Trusted Groups Trusted Users
i
Add |
ERVICE REmoue
| [-]
Scan Settings Administrators
Backup Operators
Cryptographic Operators

Distributed COM Users
Event Log Readers

Guests

IIS_IUSRS

Network Configuration Operators
Performance Log Users
Performance Manitor Lisers
Power Users

Remote Desktop Users
Replicator

Users

Update

unts will have the rights to :
of each program file and 3) run
taller.

Manage

'@' User Rights

ecureAge Technology. All rights reserved.

gStore ‘ Account Anhout ﬁ Home

As shown under the users list, these are the default system accounts created by

Windows. (By default, these accounts are not visible to end users.)

o Y
% SecureAPlus Settings

o
™
& Universal AV
- Specify list of users who have the rights to modify the whitelist:
A Uppiication Trusted Groups Trusted Users
i
S

LOCAL SERVICE
NETWORK SERVICE

Scan Settings

SYSTEM

Update

& Tips

Those users who are listed here as trusted accounts will have the rights to :
1) add new whitelist, 2) modify the trust level of each program file and 3) run
any installation software that is trusted as an installer.

Manage
F' userRights

gStore ‘ Account Anhout ﬁ Home

Copyright © SecureAge Technology. All rights reserved.

For Windows to boot up and run all the operating system files, it will log on as the
System account in the background to do these. Same for Local Service and
Network Service accounts, Windows use these accounts to perform some
operating system task such as Windows Update. Therefore, all this 3 accounts
have to be in the Trusted Users list in order to allow Windows to add new whitelist
and perform their tasks as per normal without being blocked by Application
Whitelisting.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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4.6 To create your own group in Windows, refer to Section 4.5.1.2Manage User Rights

4.6.1 Manage Groups/Users in Windows

4.6.1.1 Difference between Trusted Groups and Trusted Users
= - Create Group in Windows

" Note:

» For Application Whitelisting, SecureAPlus make use of Trusted Groups and Users

to decide who are allowed to modify (Eg: add a new file or adjust the trust level).

» By default, Administrators is the default trusted group that is allowed to do
everything on Windows. This is the same as for SecureAPlus which will work on

every Windows machine.

» For enterprise who have several administrators, they can add the specific
administrators’ to the Trusted Users and remove Administrators from the
Trusted Groups. This is to only give the rights to specific administrators instead of

all the administrators.
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4.6.1.2 Create Group in Windows
To create new group in Windows, follow the steps below:

= Goto Control Panel 2 Administrative Tools 2 Computer Management

= Navigate to Local Users and Groups under Computer Management on the left

panel. Click on Groups.

;é'. Computer Management EI@
File Action View Help
Sl A N
;é' ;omputerManagement(Local Mame Description Actions
a [J} System Tools

> @ Task Scheduler

> @ Event Viewer
> | Shared Folders

& Administrators Administrators have complete an... Groups -
& Backup Operators Backup Operators can override se... More Actions »
& Cryptographic Operat... Members are authorized to perfor...

4 & Local Users and Groups & Distributed COM Users  Members are allowed to launch, a...

= Users & Event Log Readers Members of this group can read e...
= Groups P Guests Guests have the same access as m...
. () P—erformance TS USRS Built-in group used by Internet Inf...
1 Device Manager & MNetwork Configuratio... Members in this group can have s...
4 3 Storage &l Performance Log Users  Members of this group may sche...
=7 Disk Management :E Performance Monitor ... Members of this group can acces...
> Ty Services and Applications e Power Users Power Users are included for back...
emote Desktop Users embers in this group are grante...
&R Desktop U Members in this group are g

e Replicator Supports file replication in a dom...
SErs sers are prevented from making ...

&y u p d fi king

'l 1 | »

= Right click in the middle panel and click on New Group... when the right click

menu appears.

A Computer Management = B =5

File Action View Help
= HE o=l

& Computer Management (Local | Name Description Actions
4 {ft system Tools

> ® Task Scheduler

> @ Event Viewer

> jz| Shared Folders

4 B Local Users and Groups

& Administrators Administrators have complete an... Groups -
#Backup Operators Backup Operators can override se... More Actions »
& Cryptographic Operat... Members are authorized to perfor...

e Distributed COM Users  Members are allowed to launch, a...

= Users 2 Event Log Readers Members of this group can read e..
= Torhs I Guests Guests have the same access as m...
> @\ Performance IS USRS Built-in group used by Internet Inf...
21 Device Manager P Network Configuratio... Members in this group can have s...
4 23 storage Pperformance Log Users  Members of this group may sche...
i=9 Disk Management %Performancel\u"lonitor... Members of this group can acces...
[ ::=¢ Services and Applications || % Power Users Power Users are included for back...
2 Rernote Desktop Users  Members in this group are grante...
2= Replicator Supports file replication in a derm...
Pl Users Users are prevented from making ...
Mew Group...
Refresh
Export List...
View 3
Arrange Icons »
Line up Icons
4 il | » Help

Creates a new local group.
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= The New Group creation window will appear. Enter the group details and click on

Create button.

Mew Group @

Group name: Securefge
Description: Faor Securefge Only
Members:

Help Create ][ Close

= The window will be cleared once the group is being created successfully, repeat
the previous steps to create more groups else click on Close button to exit the

New Group creation window.

Mew Group @

Group name:

Description:

Members:

-
1]
El
b

Help Create
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= The newly created group will appear under the Groups list.

;é'. Computer Management EI@

File Action View Help

L ol A4 o= H

;g' Computer Management (Local | pame Description Actions

a '[f‘_!; System Tools
> @ Task Scheduler
> @ Event Viewer
» @ Shared Folders
4 % Local Users and Groups

& Administrators Administrators have complete an... Groups

.%»Backup Operators Backup Operators can override se... More Actions
¥ Cryptographic Operat.. Members are authorized to perfor...
& Distributed COM Users  Members are allowed to launch, a...

| Users :E»Event Log Readers Members of this group can read e...
| Groups P Guests Guests have the same access as m...
" @ Performance 1S JUSRS Built-in group used by Internet Inf...
5 Device Manager P Network Canfiguratio... Members in this group can have s...
4 22 Storage & Performance Log Users - Members of this group may sche...
i=} Disk Management %»PerFormance Monitor ... Members of this group can acces...
o ::'(3 Services and Applications P Power Users Power Users are included for back...
% Remote Desktop Users  Members in this group are grante...
%»Replicator Supports file replication in a dom...
Bl Users Users are prevented from making ...
%»Secureﬁ\ge For Securefge Only

l [T | »
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4.6.1.3 Create User in Windows

To create new user in Windows, follow the steps below:

= Goto Control Panel 2 Administrative Tools 2 Computer Management

= Navigate to Local Users and Groups under Computer Management on the left

panel. Click on Users.

A Computer Management
File Action View Help

| K = HE

=N HoR ==

;&- Fomputer Management (Local | pMame Full Name
a it Sy:t;ka:ilsd | & 2dmin
g @ ask scheduler #4 Administrator

- @ Event Viewer !;iGuest
» aa| Shared Folders )

a $ Local Users and Groups
] Users
| Groups
» (%) Performance
=4 Device Manager
4 25 Storage
=7 Disk Management
> i; Services and Applications

Description Actions

Built-in account for i

Built-in account for

1 1 AN n

Users o
More Actions »

= Right click in the middle panel and click on New User... when the right click menu

appears.

;Q-' Computer Management
File Action View Help

| gz HE

[E=5 Eol 5

_é- (;omputer Management (Locall| pame Full Name
a i} Syst;ka:ol':sd | & 2dmin
g @ ask seneduiEr #, Administrator

> @ Event Viewer !;iGuest
> gzl Shared Folders )

a & Local Users and Groups
| Users
] Groups

Description

Built-in account for |
Built-in account for

> (R) Performance
% Device Manager

Mew User...

4 2 Storage Refresh

F ;

_ = [?lsk ManagemenF Ermilst
> Dy Services and Applications
View

Arrange Icons

Line up Icons

Help

< 1 | | [0

Actions
Users -

Maore Actions »

Creates a new Local User account.
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= The New User creation window will appear. Enter the user details and click on

Create button.

Mew Lser @

ser name: Sijie

Full name:

Description:

Password: (ITTTTT]
Confirm password: LTI T 1]

|User must change password at next logon

[] User cannot change password

[¥|{Password never expires!
[ Account is disabled

Help [ Create J[ Close

= The window will be cleared once the user is being created successfully, repeat the
previous steps to create more users else click on Close button to exit the New

User creation window.

Mew Lser @

|ser name:

Full name:

Description:

Password:

Corfirm password:

Uszer must change password at next logon
lUser cannot change password
Password never expires

[7] Account iz disabled

Help

]
(11
il
m
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= The newly created user will appear under the Users list.

;k_' Cemputer Management
File Action View Help

&9 |#E o= H

;5. Computer Management (Lecal
4 ]ﬁ System Tools
[ @ Task Scheduler
> {2 Event Viewer
[+ gzl Shared Folders
4 \@ Local Users and Groups
[ Users
[ Groups
3 @ Performance
=4 Device Manager
a 23 Storage
=% Disk Management
> i; Services and Applications

MName Full Mame Description
A admin
!y}\dministrator Built-in account for i

!y Guest Built-in account for

A sijie Sijie

4 1 2

Actions

Users -
More Actions »
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4.6.1.4 Managed Trusted Groups and Users in SecureAPlus
You can setup the user rights of trusted accounts by following the steps as below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.
= In SecureAPIlus window, click on the Settings icon to view the settings.

= In the SecureAPlus Settings window, click on Manage User Rights on the left

menu.

ﬁq, SecureAPlus Settings

Trusted Accounts 0

Specify list of users who have the rights to modify the whitelist:

~
&> Universal AV

2% Anolicat Trusted Groups Trusted Users
pplication -
Whiteliting EXE o [ add_
NEToRK SERVICE

Scan Settings

Update
ooy |
€2 Tips

.@' Manage Those users who are listed here as trusted accounts will have the rights to :
% User Rights 1) add new whitelist, 2) modify the trust level of each program file and 3) run

any installation software that is trusted as an installer.

ﬂ_Store ‘ Account Anbout ﬁ Home Copyright © Securefge Technology. Al rights reserved.

= In the Trusted Accounts tab, users can choose to edit the Trusted Groups and

Trusted Users.

é Note:

» Only trusted accounts are allowed to install new trusted applications by launching
a “Trusted Installer” application. Normal users are allowed to execute trusted
installer, but the trusted level will be downgraded as trusted application only. This

is to prevent a normal user to install any unwanted applications.

» Only trusted accounts can modify the trust level of a file. Normal user will get

access denied if they are trying to modify the trust level of a file.
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To add Trusted Groups, follow the steps below to add:

= Under Trusted Groups, click on Add to add trusted groups.

m :
~ SecureAPlus Settings

Z

™
P Universal AV
- Specify list of users who have the rights to modify the whitelist:

p—— ed Group Trusted Users
pplication =
Whitelisting Administrators m E;SCALEI\.SERVICE m

OVE METWORK SERVICE

Scan Settings

Update
& Tips

Manage Those users whao are listed here as trusted accounts will have the rights to :

"% User Rights 1) add new whitelist, 2) modify the trust level of each program file and 3) run
any installation software that is trusted as an installer.

g’ Store ‘ Account A About /ﬂ\ Home Copyright © SecureAge Technology. All rights reserved.

* In Add window, from the dropdown box, select the group to be trusted for

application whitelisting. Click OK. The newly added trusted group will appear in the

Trusted Group list.

Add

| =)
Administrators

Backup Operators

Cryptographic Operators

Distributed COM Users a2
Event Log Readers

Guests

IIS_IUSRS

MNetwork Configuration Operators
Performance Log Users
Performance Monitor Users
Power Users

Remote Desktop Users

Regiﬁtor

Users
Add E
v
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A,
< SecureAPlus Settings

0
~ .
& Universal AV
< Specify list of users who have the rights to modify the whitelist:

2% Anclicat Trusted Groups Trusted Users
pplication
Whitelisti Administrators m SYSTEM m
itelisting SecureAge LOCAL SERVICE
NETWoRKSERcE

Scan Settings

Update

& Tips

!@, Manage Those users who are listed here as trusted accounts will have the rights to :
¥ User Rights 1) add new whitelist, 2) modify the trust level of each program file and 3) run
any installation software that is trusted as an installer.

g_ Store ‘ Account A About /ﬁ\ Home Copyright © SecureAge Technology. All rights reserved.

= The newly added trusted group will be added to the list. Then click on Apply
button to apply the changes made.

To remove Trusted Groups, follow the steps below to remove:

» Under Trusted Groups, select the trusted groups in the list and click on Remove.

5,
< SecureAPlus Settings

Z

Specify list of users who have the rights to modify the whitelist:

o Trusted Groups Trusted Users
@ Application

O i Add
Whitelisting Administrators SYSTEM m

Securefge LOCAL SERVICE
METWORK SERVICE

o .
6) Universal AV

Scan Settings

Update

Manage

& Tips

Those users who are listed here as trusted accounts will have the rights to :
User nghts 1) add new whitelist, 2) modify the trust level of each program file and 3) run
any installation software that is trusted as an installer.

gswre ‘ Account A.ﬂ.hout ﬁ Home Copyrigh ecureAge Technology. All rights reserved.

= The selected trusted group will be removed from the list. Then click on Apply

button to apply the changes made.
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To add Trusted Users, follow the steps below to add:

= Under Trusted Users, click on Add to add trusted users.

A :
< SecureAPlus Settings

ﬁ s
& Universal AV

™ Application
Whitelisting

Scan Settings

Update

'@' Manage
¥ UserRights

Trusted Accounts

Trusted Groups

Administrators

Q Tips

Specify list of users who have the rights to modify the whitelist:

Those users who are listed here as trusted accounts will have the rights to :
1) add new whitelist, 2) modify the trust level of each program file and 3) run
any installation software that is trusted as an installer.

Trusted Users

SYSTEM
LOCAL SERVICE
METWORK SERVICE

Remove

H-Store ‘ Account Anhout ﬁ Home

Copyright © SecureAge Technology. All rights reserved.

* |n Add window, from the dropdown box, select the users or type the name of the

users to be trusted for application whitelisting. Click OK.

A —]

giie]

M

LOCAL SERVICE
METWOREK SERVICE
SYSTEM

= The newly added trusted users will be added to the list. Then click on Apply

button to apply the changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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To remove Trusted Users, follow the steps below to remove:

= Under Trusted Users, select the trusted users in the list and click on Remove.

o,
< SecureAPlus Settings

Update

Trusted Accounts

~ .
& Universal AV

™ Application
Whitelisting

Scan Settings

r@’ Manage
3 UserRights

Specify list of users who have the

Trusted Groups
Administrators m

€ Tips

Those users who are listed here as t

rights to modify the whitelist:

Trusted Users

SYSTEM

LOCAL SERVICE
METWORK SERVICE
sijie

rusted accounts will have the rights to :

1) add new whitelist, 2) modify the trust level of each program file and 3) run

any installation software that is trus

ted as an installer.

gStare ‘ Account Aﬁ.bout ﬁ Home

Copyright © SecureAge Technology. All rights reserved.

» The selected trusted user will be removed from the list. Then click on Apply button

to apply the changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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5 Universal AV

SecureAPlus Universal AV is to provide continuous scanning of the user’'s computer by

multiples antivirus software in the cloud to achieve a more accurate scanning result by
leveraging on stronger antivirus’ scanning capabilities. It scans every executable files on the
user’s computer and does not use any heuristic rule to leave out any “safe” file which may later
turn out to be sophisticated viruses.

To check details of the Universal AV, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= Inthe SecureAPIlus window, click on the Complete Scan icon.

)
< SecureAPlusv3.4.1.1

Interactive Mode

[c You will be prompted whether to trust
v and run a program that is not found in
the trusted list.

Change Mode »

Fully Protected

o/ Security Features: Running q
mpl
o Software Update: Up-to-date Sl lEes Quarantine

Last Complete Scan: 2015/08/28 & History

. License
More details
ils » p— Update @Eﬂenslon ® Help

Premium Trial Enter license code

g Store ‘ Account n LockCube A About Copyrig ureAge Technology. All rights
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= The SecureAPlus Status window will appear, showing the current state of the Universal AV.

The latest details of the Universal AV scan results will be displayed.

o
~ SecureAPlus Status - X

Scanning Results 0

Universal AV Status
Your computer is free from malware!

'F:; About Number of Infected Files
1. Currently on my PC: 0
Delete Log

-
&> Complete Scan

2.1 have ignored: 0

M License Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

5 coveesen
N

Disable Upload Complete Scan

#Store . Account i LockCube AAhuut ﬁ Home Copyright @ SecureAge Technology. All rights r

Universal AV Description

Universal AV Status

Universal AV Status The current Universal AV status of the machine.

Number of Infected Files

The number of infected files found on the local hard

1. Currently on my PC disks detected by the Universal AV.

The number of infected files which are being

2. I have ignored ignored.

Executable Files Requested by Server Today

Number of successfully uploaded The number of executable files which are
executable files successfully uploaded to the server.

The total file size uploaded to the server on the

Total file size uploaded current day itself,
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5.1 Disable/Enable Upload

To disable the upload of sample executable files, follow the steps below:

= Click on Disable Upload button.

A
~ SecureAPlus Status

2> complete s
@ Dmpete can

< About

}g. License

II

Scanning Results 9

Universal AV Status
Your computer is free from malware!

Number of Infected Files
1. Currently on my PC: 0

2.1 have ignored: 0

Executable Files Requested by Server Today

Number of successfully uploaded executable files: 0

Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

ﬁrs«:re ‘ Account nl.o:k:,‘_ube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= The uploading will be disabled.

—
~ SecureAPlus Status

2N complete S
& Dmpetﬁ can

-~

Scanning Results 9

Universal AV Status
Your computer is free from malware!

Number of Infected Files

1. Currently on my PC: 0
2.1 have ignored: O
Delete Log
Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: O Bytes

Enable Upload Complete Scan

W store @ Account @hLockcube A\ About ) Home

Copyright © SecureAge Technology Pte Ltd. All rights reserved.
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To enable the upload of sample executable files, follow the steps below:

= Click on Enable Upload button.

P
~ SecureAPlus Status

Scanning Results 9

4
oY Complete Scan Universal AV Status
Your computer is free from malware!

Y About Number of Infected Files
1. Currently on my PC: 0

2.1 have ignored: O

B License Executable Files Requested by Server Today

Number of successfully uploaded executable files: 0

Total file size uploaded: O Bytes

Enable Upload Complete Scan

#Stcre ‘ Account il LockCube A-‘\hout ﬁ Home

= The uploading will be enabled.

-~
< SecureAPlus Status

Scanning Results

™
6} Complete Scan Universal AV Status
Your computer is free from malware!

Number of Infected Files

1. Currently on my PC: 0
2.1 have ignored: 0
Delete Log
Executable Files Requested by Server Today
Mumber of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

’_Stcre . Account nl,o:kcube A.ﬂhuut /ﬂ\ Home Copyright © SecureAge Technology. All rights
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L Note:
» This option is for users to disable/enable upload temporarily.

» For example users who are playing online games that require a large amount of internet
bandwidth, they can choose to temporary disable the upload of sample executable files until
they complete their games. However, if they forget to turn the upload back on, it will be still
switched back on after they rebooted the machine.
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5.2 Complete Scan

To manually submit hashes for scanning or scan the full system, follow the steps below:

= Click on Complete Scan button within the Scanning Results tab.

M
< SecureAPlus Status

Scanning Results 0

™
PO ) Complete Scan Universal AV Status
Your computer is free from malware!

» About MNumber of Infected Files View Log

1. Currently on my PC: 0 -
Delete Log

2.1 have ignored: 0

= License Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

H-Store . Account nl.ockCube Anhuut ﬁ Home ureAge Technology.

= The progress of the scanning will be shown.

F o Y
< SecureAPlus Status

Scanning Results 9

Universal AV Status
Searching for new hashes...

Mumber of Infected Files

-~
&> Complete Scan

-

1. Currently on my PC: 0
2. | have ignored: 0
Delete Log
Executable Files Requested by Server Today
Number of successfully uploaded executable files: O
Total file size uploaded: O Bytes

1 of 511507 0%

Disable Upload Complete Scan

gStore ‘ Account nlo:ktube A About ﬁ Home Copyright © SecureAge Technology. All rights res
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= When the full system scan completes, it will refresh and display the updated scan results.

—_—
< SecureAPlus Status

Scanning Results

(e
PO ) Complete Scan Universal AV Status
Your computer is free from malware!

Y About Number of Infected Files

1. Currently on my PC: 0
2.1 have ignored: 0
Delete Log

License Executable Files Requested by Server Today
Mumber of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

=‘_Store . Account nl.o:kl.‘.ube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

é; Note:

» The number of new hashes will be automatically submitted to the server every one hour or

every time when the machine is rebooted.
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5.3 Retrieve Last Scan

To retrieve the last Universal AV’s scan results, follow the steps below:

= Click on Retrieve Last Scan button.

_—
< SecureAPlus Status

Scanning Results 9

™
PO ) Complete Scan Universal AV Status
Your computer is free from malware!

¥ About MNumber of Infected Files View Log

5 coveesen

1. Currently on my PC: 0 -
2.1 have ignored: 0

Executable Files Requested by Server Today

Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

3 License

Disable Upload Complete Scan

H-Store . Account nl.ockCube AAhuut ﬁ Home ureAge Technolog

= The last scan result will be retrieved and displayed.

L
~ SecureAPlus Status

Scanning Results

Fa
> Complete Scan Universal AV Status
Retrieving the scan result from the server...

Yy About Number of Infected Files
1. Currently on my PC: 0

2.1 have ignored: 0

Executable Files Requested by Server Today

Mumber of successfully uploaded executable files: 0

Total file size uploaded: O Bytes

Disable Upload Complete Scan

H_Store ‘ Account nlocktube A About ﬁ Home Copyright @ SecureAge Technology. All rights reserved.
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5.4 View Universal AV’s Log

To view the Universal AV log, follow the steps below:

= Click on View Log button.

—_
£ SecureAPlus Status

-
&> Complete Scan

™
~ About

k License

0

Universal AV Status
Your computer is free from malware!

Number of Infected Files
1. Currently on my PC: 0

2.1 have ignored: 0
Delete Log
Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

Disable Upload Complete Scan

#Store . Account al.oclttube A About ﬁ Home Copyright © SecureAge Technology. All rights reserved.

= The Universal AV log file will be opened using the default program.

| UniversalAV - Notepad
File Edit Format View

E=NEo =3

Help

2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26
2015-08-26

scan result file: c:\ProgramData\secureA?e Technology' Secureage\Univers .
Deleted: C:“ProgramData‘Secureage Technology'Secureage'\Universalavivsjo
uUniversal av is Erocessﬁng the scan result...

Automatic scheduled scanning.

Update current status to the server...

New hashes are uploaded to the server, file 20150826015034_vsjojabe-465
Deleted: C:\ProgramData‘SecureAge Technology'\Secureage'\Universalavi2015
Scan result has been uploaded to the server, file 20150826015034_vsjoja
server has been notified about excluded files. uploaded file: c:\ProEra
Deleted: C:“ProgramData'Secureage Technology'Secureage‘\Whitelist'\to be -
scan result has been uploaded to the server, file 20150826015034_vsjoja
server has been notified about current machine status. Uploaded status
peleted: C:“ProgramData'Secureage Technology'Secureage'\wWnitelist'to be -
Total number of hashes: 8818

:38 Number of hashes that required sample file: 25
138 Number of 5amﬁ1e files that failed to upload: 0

:38 Number of has El
138 Number of infected files: O

:38 No infected files on the fixed disk.

123 Not applicable, skip: C:‘“Program Files‘WMware'\VMware Tools\wm-support.v
:23 Total number of bytes uploaded today: 0 Bytes

147 universal AV version: 3.4.1.1

:56 Submit new hashses.

156 Export whitelist to: C:\ProgramData\Secureage Technology\secureage‘whit
157 Move "C:“ProgramData‘SecureAge Technology'Secureage‘\whitelist'\whitelist
157 Internet connection is available.

:57 MNew hashes are uploaded to the server, file 20150826020856_VsjOjabe-465
159 submitted file is moved to: C:\Programpata‘\SecureAge Techno1og¥ SecureA
:59 New hashes have been successfully uploaded to the internet. File

:59 Total number of hashes: 8840

159 Number of recorded whitelist entries: 8840

:59 waiting for search engine.

100 search engine is not running yet.

:14 search engine is running, but it is not ready to accept any request yetr -

es without sample file from this machine: 66

HER oY -1

4

m | 3
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5.5 Delete Universal AV’s Log

To purge the Universal AV log, follow the steps below:

= Click on Delete Log button.

_—
< SecureAPlus Status

Scanning Results 9

™
PO ) Complete Scan Universal AV Status
Your computer is free from malware!

¥ About Number of Infected Files

1. Currently on my PC: 0

2.1 have ignored: 0
Delete Log

Executable Files Requested by Server Today
Number of successfully uploaded executable files: 0
Total file size uploaded: 0 Bytes

3 License

5 coveesen

Disable Upload Complete Scan

H-Store . Account nl.ockCube AAhuut ﬁ Home Copyright © SecureAge Technology. All rights re

= The Universal AV log file contents will be deleted.

F o
< SecureAPlus Status

Scanning Results 9

™
o Y Complete Scan Universal AV Status
Your computer is free from malware!

ey SecurefPlus .
Numbe =
1. Curren
2.1 have Delete log i sul
Elele log Is SUCCessTuUl Delete I.Og
}g' License

Executs hy
Number d

.

Enable Upload Complete Scan

g Store ‘ Account nlo:kg‘_uhe A About ﬁ Home Copyrigh SecuredAge Technology. All rights reserved.
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6 Quarantine & History
Items which are being detected as threats during scanning will prompt user if it should be
guarantine or remove. If user selects the item to be quarantine, it will be quarantine and listed
under the quarantine list.
To view the Quarantine & History, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.

= In the SecureAPlus window, click on the Quarantine & History icon.

F_::, SecureAPlusv3.4.1.1

Interactive Mode

[ You will be prompted whether to trust
@ and run a program that is not found in
the trusted list.

Change Mode »

Fully Protected

o Security Features: Running c .
omplete
« Software Update:  Up-to-date P Quarantine

Last Complete Scan: 2015/08/28 & History

) License
More detail
ore details » p— Update @Extenslon ® Help

Premium Trial Enter license code

#Store ‘ Account nl.oclttube Anbuut

= |n User Account Control window, click Yes to allow Quarantine to run.

@ User Account Control E

Do you want to allow the following program to make

changes to this computer?

@- Program name:  Quaranting
S Verified publisher: SecurefAge Technology Pte Ltd
File arigin: Hard drive on this computer

(v) Show details Yes || No |

Change when these notifications appear
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= The SecureAge Antivirus Quarantine & History window will launch.

2Age Antivirus ngr%hne &rHistoryv

SecureAge
(Quarantine =)
Item File name Date Detected by

Win.Trojan.Ramnit-1484  c:\Srecyde.bin\s-1-5-21-2477740147-125...  2014-03-19 10:36:57 ClamAV

Restore ] [ Remove ] (et |
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6.1 Quarantine List

To view the quarantine list, follow the steps below:

-
g o e i

SecureAge

Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

In SecureAPlus window, click on Quarantine & History icon.

In the SecureAge Antivirus Quarantine & History window, select Quarantine from the
dropdown box.

Iltems detected as threats from scanning which are being quarantined by the user will be

listed in the quarantine list.

4 5

H

i = = I
istor

Quarantine Date Detected by
Ignored

|

S5 syomwopil bin\s-1-5-21-2477740147-125...  2014-03-19 10:36:57 ClamAV

[ Select Al ] [UnselectAll ] ‘ Restore "‘ ‘ Remove ‘

To restore items from the quarantine list, follow the steps below:

In the SecureAge Antivirus Quarantine & History window, select Quarantine from the

dropdown box.

Check the items to be restored and click on Restore button.
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SecureAge
| Quarantine. v
Item File name Date Detected by

[¥] win.Trojan.Ramnit-1484  c:\érecyde.bin\s-1-5-21-2477740147-125...  2014-03-19 10:36:57 ClamAV

[ selectal | [ unselectal | [ Restore

J [_eat ]

i

= The selected items will be restored to its original location and cleared from the quarantine

list.

reAge Antivirus nglatme a History

SecureAge
[Quarantie -
e File name Date Detected by

Restore ] [ Remove ] [ E!‘lt__J
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To remove items from the quarantine list, follow the steps below:
In the SecureAge Antivirus Quarantine & History window, select Quarantine from the

dropdown box.
= Check the items to be removed and click on Remove button.

cureAge Antivirus Quarantine & History

SecureAge
|Quarantine -
Item File name Date Detected by
l

Win.Trojan.Ramnit-1484  c:\$recyde.bin\s-1-5-21-2477740147-125...  2014-03-19 10:36:57 ClamAV

Restoe | Remoe Ext

[ selectal | [unselectal | [

= The selected items will be cleared from the quarantine list.

Age Antivirus

rantine & History

SecureAge
|Quarantne v
Item File name Date Detected by
[ Select Al ] [thelectAl ] [ Restore J [ Remove J [ Exit ]
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6.2 History List

To view the history, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIus.
= In SecureAPlus window, click on Quarantine & History icon.

= In the SecureAge Antivirus Quarantine & History window, select History from the
dropdown box.

= History of the quarantine and detected items with detailed information such as threat name,

affected filename, date of detection and action taken will be shown in the history list.

@ Antivirus Qu;r'antine & History
- e

SecureAge

Histor

%‘;‘;’r R, Date Action Detected by Status

imin\Desktop\ace. dll 2014-01-28 09:21:02 Quarantined  ClamAV Successful.

[7] w32.virut.Gen.D-163 c:\users\admin\desktop\excel.exe 2014-01-28 09:20:12  Quarantined  ClamAV Successful.

[ win.Trojan.Ramnit-1484  c:\users\admin\desktop\ace.dll 2013-11-2107:46:23  Allowed ClamAv Successful,

[] Trojan.PDFex C:\Users\admin\Desktop\virus.pdf 2013-05-21 15:22:51  Quarantined  ClamAV Successful.

|

< m | »
[ Select All ] [ Unselect All l ‘ Remove [ Exit ]

To remove items from the history list, follow the steps below:

= In the SecureAge Antivirus Quarantine & History window, select History from the
dropdown box.

= Check the items to be removed and click on Remove button.
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ge Antivirus Quarantine & History

SecureAge

[ selectal | [ unselectal |

[ristory =)
Item File name Date Action Detected by Status
[¥] win.Trojan.Ramnit-1484  C:\Users\admin\Desktop\ace.dll 2014-01-28 09:21:02 Quarantined  ClamAvV Successful,
W32.Virut.Gen.D-163 c:\users\admin\desktop\excel.exe 2014-01-2809:20:12  Quarantined  ClamAV Successful.
Win.Trojan.Ramnit-1484  c:\users\admin\desktop\ace.dll 2013-11-2107:46:23  Allowed ClamAv Successful.
Trojan.PDFex C:\Users\admin\Desktop \virus.pdf 2013-05-21 15:22:51 Quarantined  ClamAV Successful,
< LLIJ »

= The selected items will be cleared from the history list.

-Age Antivirus Quarantine & History

SecureAge

[istory -
Item File name Date Action Detected by Status
W32.Virut.Gen.D-163 c:\users\admin\desktop\excel.exe 2014-01-28 09:20:12 Quarantined  ClamAV Successful.
Win.Trojan.Ramnit-1484  c:\users\admin\desktop\ace.dll 2013-11-2107:46:23  Allowed ClamAv Successful.
Trojan.PDFex C:\Users\admin\Desktop \virus.pdf 2013-05-21 15:22:51  Quarantined  ClamAV Successful,
4 m »
[ Remove ] [ Exit ]
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6.3 Ignored List

To view the ignored list, follow the steps below:
= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPIlus.
= In SecureAPlus window, click on Quarantine & History icon.

= In the SecureAge Antivirus Quarantine & History window, select Ignored from the

dropdown box.

= The files which are being opted to be ignored at the point of detection will be shown in the

ignored list.

—
& l% Antivirus Quarantine & History
. s — N peem—

History

arantine
h. P |

[ Select All ] [UnselectAI] Remove from ignore list ‘[ Exit J

To remove items from the ignored list, follow the steps below:

= In the SecureAge Antivirus Quarantine & History window, select Ignored from the

dropdown box.

= Check the items to be removed and click on Remove from ignore list button.
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curefAge Antivirus Q;Qﬁne &H)story

SecureAge

File name

[¥] c:\users\admin\desktop\ace.dil

= The selected items will be cleared from the ignored list.

e Antivirus Q“tme & History

SecureAge

File name

[SdectAl ] [theled:Al [ Remove from ignore list “ Exit |
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7  Application Whitelisting
Application Whitelisting is a new feature of SecureAge that is being bundled together with
SecureAPlus to further enhance and strengthens the antivirus scanning with trusted protection.
Application Whitelisting tags a trust level to all the applications and executable, such that
untrusted (not whitelisted) applications will not be able to execute, hence minimising the

chances of unauthorised malware from damaging user’s systems.

7.1 Definitions of Trust Levels
In Application Whitelisting, there are three levels of trust for applications and are summarized in

the table below:

Trust Level Explanation

The application is not allowed to be executed at all. Any files that are
Not Trusted (0) PP y

created by this application will not be trusted as well.

The application is allowed to be executed, but all the files that are
created by a Trusted Application will be Not Trusted. For example,
explorer.exe is a Trusted Application, but all files that are created by
Trusted explorer.exe will not be automatically trusted. Using explorer.exe, a
Application (1) | user may copy any files from anywhere, and all of these files cannot be
automatically set as Trusted Application without the administrator
approval. Similar situations apply for applications such as Internet
Browser, FTP, e-mail client, etc. For better security measurement, most

of applications should fall under this category.

Installer, uninstaller, and updater applications are usually fall into this
category.

A Trusted Installer is allowed to be executed, and all files that are
Trusted created or rename by a Trusted Installer will be automatically set as
Installer (2) Trusted Application. There is a special exception for update process.
When a Trusted Installer found that the file already exists, and the
trust level has been set to be Trusted Installer, Trusted Installer will
not downgrade the file as a Trusted Application, instead it will keep

the trust level as it is.

- Note:

» Referto Section 7.3, 7.4 on how to view and manually set the trust levels of applications, also

managing the behaviours of Application Whitelisting.
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7.2 Application Whitelisting Advanced Settings

To configure Application Whitelisting advanced settings, follow the steps below:

= Start SecureAPlus. Please refer to Section 2.1 for the steps to start SecureAPlus.

= In SecureAPlus window, click on the Settings icon to view the settings.

= Inthe SecureAPIlus Settings window, click on Application Whitelisting on the left menu.

= Click on the Advanced Settings button within either the Standard Mode tab or Advanced

Mode tab under Application Whitelisting on the left menu. The Application Whitelisting

window will launch.

Application Whitelisting

(=]

General | Restricted Applications | Trusted Certificate | Script | Status |
[ Export whitelist to a file. .. ] [ Import whitelist from a file. .. ]
[ Compact Whitelist Database J [ Wiew log ]
oK || Cancel Apply
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= Alternatively to navigate to this Application Whitelisting Settings window directly, you
can click Start, point to All Programs. Click on SecureAge and click on Application

Whitelisting.

=) Windows Fax and Scan
E_, Windows Update
< XPS Viewer
| Accessories
| Games
; Maintenance
| Microsoft Office
J SecureAge
&) Application Whitelisting
@ SecurefPlus
ﬁi\, Uninstall SecurefPlus
| Startup

| Back

| |Search programs and files e |

@ .2
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7.2.1 General Settings

In the General tab, users can manage the Application Whitelisting settings.

= Export whitelist to a file — Click on the Export whitelist to a file... button.

= Import whitelist from a file — Click on the Import whitelist from a file... button.

= Compact Whitelist Database — Click on the Compact Whitelist Database button.

= View log — Click on View log button to view the Application Whitelisting log.

' Application Whitelisting = —
istrided Applications | Trusted Certificate | Script | Status |
[ Export whitelist to a file... ] [ Import whitelist from a file. .. ]
[ Compact Whitelist Database ] [ Wiew log ]
0K || Cancel Apply
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Export whitelist to afile

To export whitelist to a file, follow the steps below:
= Click on Export whitelist to a file... button.

Application Whitelisting o] B (]

General | Restricted Applications | Trusted Certiiicate | Script | Status |

| i Export whitelist to afile... II’ Impaort whitelist from a file... ]

[ Compact Whitelist Database ] [ Wiew log ]

[ ok || Cancel || 2oy

= Choose the location to save the application whitelisting database (.dat) file.

-_Ammnwmtensﬁna ol === -

Save s
i puv|- Desktop - | 5 | | Search Desktop ye) |
Organize v MNew folder Dl (7]
0 Favorites il e Librarics o

Ml Desktop U ]| System Folder
& Downloads
=] Recent Places Admin
A & System Folder L
- Libraries
ﬂ@ ' | Computer
pecLmert L | System Folder
J? Music
[ Pictures |4 "!  Network B
E Videos I Systemn Folder
. Computer - I SAP -
File name: -
Save as type: ’Application whitelisting database (*.dat) V]
“ Hide Folders [ Save ] [ Cancel ]

| s . -
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Import whitelist from afile

To import whitelist from a file, follow the steps below:

= Click on Export whitelist to a file... button.

Application Whitelisting e & ]

General | Restricted Applications | Trusted Cetficate: | Scrpt | Status |

[ Export whitelist to a file... [ Import whitelist from a file... ]

[ Compact Whitelist Database ] View log

[ ok |[ cCancel || oph

= Open the application whitelisting database (.dat) file

-AﬂulicationWhitelistinq o |l = = -
[l

Open
{ ‘iu z |- Desktop » - | Jvfl | Search Desktop o
Organize » New folder X~ Bl @
o A
¢ Favorites w = O |ihraries
Bl Desktop I J System Folder
4 Downloads
= Recent Places Admin
% System Folder
4 Libraries

Computer
System Folder

m

@ Documents

Ay

|

J’ Music g

[E5] Pictures ey . Metwork

B Videos | System Folder

sawhitelist.dat

18 Computer

i DAT File
481 KB
Gh Metwork v
File name: EITTEE - [Application whitelisting databa v]

[ open |v| [ conca |

T T T e pa== -
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Compact whitelist database

Compact whitelist database helps to remove whitelist entries where the files are no

longer exist in the local hard disk.
To compact whitelist database, follow the steps below:

= Click on Compact Whitelist Database button

| e EENEaR )
General | Restricted Applications | Trusted Certificate | Scipt | Status|
[ BExport whitelist to a file... ] [ Import whitelist from a file... ]
I[ Compact Whitelist Database JI View log ]
[ ok || cameel || oply

= Choose the speed to compact whitelist and click on Next button.
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F:ﬁ SecureAPlus Compact Whitelist

Speed options:

@ Fast (not comparing hash)

@ Slow

Warning: This operation will delete all whitelists which no longer have

physical files on the local hard disk(s). If you want to maintain your
whitelist from external drives, please do not proceed with this operation.

o

= The SecureAPlus Compact Whitelist will start.

“Y secureAPlus Compact Whitelist

File: c:\windows\winsxs\x86_microsoft-windows-s..gnt-extension-agent_31bf3.. \evntagnt.dll

16%

Cancel
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View Log

To view the application whitelisting log, follow the step below:

= Click on View Log button

Application Whitelisting

General | Restricted Applications | Trusted Certfiicate | Script | Status |

E=SNCR ==

[ Export whitelist ta a file...

] Impart whitelist from a file. .

[ Compact Whitelist Database

)

View log

)

= The application whitelisting log file will be opened using the default program.

| whitelist - Notepad
File Edit Format View

Help

(o ][5 |

2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:
2015-08-11 09:

1| T

7
7
29
29
29
29
29
30
30
30
30
30
30
30
30
30
130
30
31
31
31
31
31
31
31
31
32
32
32
32
32
32
33

Initial whitelist, set trust level to 1,
Logged on user: Admin

unable to set process to normal priority.

Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial
Initial

whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, set trust level
whitelist, sSet trust level
whitelist, set trust level
whitelist, sSet trust level
whitelist, set trust level
whitelist, sSet trust level
whitelist, set trust level
whitelist, sSet trust level
whitelist, set trust level
whitelist, Set trust level
whitelist, set trust level
whitelist, Set trust level
whitelist, set trust level

To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To
to
To

I B b e B b e b R

file c:

Erraor

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

‘program files'secureag .

code: 401. The thread 'il—l

c:\windows'\system32'svcho
c:\windows'system32\svcho
c:\windows'\system32\windo
c:\windows'\system32\ntdl]
c:\windows'\system32\crypt
c:\windows'system32\crypt
c:\windows'\system32\rsaen
c:\windows'system32\kerne
c:\windows'\system32\asycf
c:\windows'system32\apise
c:\windows'\system32\kerne
c:\program files‘\secureag
cihwin

c:\windows'system32\shlwa
c:\windows'\system32'gdi32
c:
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«
[«

ows'\explorer. exe

‘windows'system32\user3

Swindowssystem32h 1pk. d
D\windows\system32\rasap
Swindowssystem32\rasma
D\windows\system32\uspl0
Swwindowssystem32\msver
D\windows\system32\winin
Swindows'system32hadvap
\windows\system32\secho
Swindowssystem32\rport
\windows'\system32\ur Imo
Swindows'system32hole32
D\windows'\system32\oleau
Swwindowssystem32hcrypt
D\windows\system32\msasn
Swindowssystem32hjertu -

2
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7.2.2 Restricted Applications

In the Restricted Applications tab, users can choose to set the application as restricted

application (trusted application with restrictions) in which any new files created by it will

not be automatically trusted. This is to restrict the application so that it does not

automatically bring in other applications that may potentially harm the user’s system.

For example:

Internet Explorer can download, extract or copy files from external sources and some of

these files may be potentially harmful to the system. Especially for unsigned files (not

trusted) and when it tries to execute, Application Whitelisting will block it or prompt user

for appropriate actions.

Application Whitelisting

L= [ ]

Generdl | Restricted Applications | Justed Certificate | Script | Status |

List of restricted applications:

The applications listed below may download, extract, or copy files from extemal sources such as
intemet or removable media that may potentially harm your system. Hence, any new executable
files that are created by these applications will not be automatically trusted.

File name

Tz.exe

TIm exe
710 ExE
acrord 32 exe
chrome.exe
clamd.exe
cmd exe
dlilhost exe
dragon.exe
excel exe
explorer exe
fdm .exe
firefoor. e
ftp.exe
git.exe
ienplore &xe

»

m

0K || Ccancel Apply
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To add Restricted Application, follow the steps below to add:
= Click on Add button.

= In Restricted Applications window, under File name, click on Browse to select the

restricted application executable. Click OK.

Application Whitelisting ==

General | Restricted Applications | Trusted Certificate | Script | Status |

The applications listed below may download, extract, or copy files from extemal sources such as
imtemet or removable media that may potentially ham your system. Hence, any new executable
files that are created by these applications will not be automatically trusted.

List of restricted applications:

[ »

File name

T7.ene
Tatm exe

m

Trg.exe
acrord 32 exe
chrome exe
clamd.exe
cmd.exe
dllhost exe
dragon.exe
excel exe
explorer exe
fdm exe
firefoo. e
ftp.exe

git .exe
iexplore exe -

Edit Remove

[ OK J[ Cancel ] Apply

Restricted Application ﬂ

File name:

Browse,..

The file name can be a file name only, without path, or a full path file name.

OK ][ Cancel J

= The newly added restricted application will be added to the list. Then click on Apply

button to apply the changes made.
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To edit Restricted Application, follow the steps below to edit:

Select a restricted application from the list and click on Edit button.

Make changes and click on OK button.

Application Whitelisting =" =

General | Restricted Applications | Trusted Certificate | Script | Status |

The applications listed below may download, extract, or copy files from exdemal sources such

a3

intemet ar removable media that may potertially ham your system. Hence, any new executable

files that are created by these applications will not be automatically trusted.
List of restricted applications:

File name

firefoo. exe
fip.exe

git exe

iexplore exe
iEuser exe
igingtal exe
infdefaultinstall .exe
infopath exe
MSaCCEess eXe
mspub exe
notepad exe
notepad++ exe
orbitdm .exe

outlook exe
OpEra . exe

operabd exe

m

s =]~

[ OK H Cancel ] Apply

Restricted Application

23]

File name:

The file name can be a file name only, without path, or a full path file name.

QK ] | Cancel

The restricted application will be edited. Then click on Apply button to apply the

changes made.

Copyright © SecureAge Technology Pte Ltd. All rights reserved.

122



SecureAPlus User Guide

To remove Restricted Application, follow the steps below to remove:

Select a restricted application from the list and click on Remove button.

Application Whitelisting -

General | Restricted Applications | Trusted Certificate | Script | Status |

The applications listed below may download, extract, ar copy files from extemal sources such as
imtemet or removable media that may potentialhy ham your system. Hence, any new executable
files that are created by these applications will not be automatically trusted.

List of restricted applications:

File name

firefooc. e
ftp exe

git exe
ienplore.exe
ieuser exe

m

isinstal exe

infdefaultinstall exe

infopath exe

MEACCESS EXE

mspub exe

notepad++.exe

arbitdm exe

outlook exe

OpEera.exe

operabd exe -

ad || Edt J[ Remove |

The selected restricted application will be removed from the list. Then click on Apply

button to apply the changes made.
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7.2.3 Trusted Certificate

In the Trusted Certificate tab, users can choose to manage the list of trusted certificates
which are being used by the applications. Applications which have their certificate listed
under the trusted certificate list will be trusted.

Application Whitelisting = | =
| General | Restricted Applicationf| | Trusted Certfficate | Rerpt | Status
List of trusted cerificates:

Certificate name Valid from Valid To Thumbprint -
Intel(R} Software Developme...  8/28/2006 8/27/2009 42ERI5RASESZ. . El
Absolute Software Comp. 11/5/2006 11/10/2009  BBF722F7432BF..
Acer Incomporated 3/3/°2000 31372013 4A833D50385CF...
Acresso Software Inc. 3/18/2008 31872011 03595DCDSCEA4. .
Acronis, Inc 5/3/2009 5/24/2012 0Z3CEASDZ9FE...
Acronis, Inc 8/22/2008 5/25/2009 THICZ0762BF4..

Adobe Systems Incorporated 9/24/2012 101/2015 0DA4BFRALZEC. .
Adobe Systems Incorporated 5/159/2012 541572013 B47150A575468...
Adobe Systems Incorporated 5/6/2009 104372012 AZFD24CAT0R43. .
Adobe Systems Incorporated 11/5/2009 12A10/.2010 CO66ED03BEF. .
Adobe Systems Incorporated 1141/2006 12A0/2007 FOZCCREEDIDS...
Adobe Systems Incomporated 12152010 121472012 FOFO1DD3IF3TC...
Adobe Systems Incomarated. 111672010 11A5/2012  CH278717706F1 ..
Adobe Systems, Incorporated 471772012 4/18/72014 05EATE4DFA81..
Adobe Systems, Incorporated 571572006 11/5/2005 F5A125ABFEGZ. .
Adobe Systems, Incorporated 10/9/2002 1073172003 4ACTFEFBEDATYS...
Adobe Systems, Incomporated 9527202 95272013 BETSRIBBCZ0C...
Adobe Systems, Incomporated 9202012 9/20/2013 FOD5G60OF344F . L

|  Add || Remove Refresh

OK || Cancel || feply

To add Trusted Certificate, follow the steps below to add:
= Click on Add button.

= In Add Certificate window, click on From file... to select the executable. Click OK.
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Application Whitelisting

— L=
| General | Restricted Applications | Trusted Certfficate | Script | Status |
List of trusted cerificates:
Certificate name Walid from Valid To Thurmbprirt il
Intel(R) Software Developme...  8/28/2006 BT 2009 42EG55RARESZ . . |i
Absolute Software Comp. 11/9/2006 111072009  GRF7ZZF7A52BF .
Acer Incorporated 97372010 971372013 4A8305D589CF .
Acresso Software Inc. 371872008 3187201 0595950CDSCE4. .
Acronis, Inc 9372009 9724752012 023CEASDZSFE. ..
Acronis, Inc B/22/2008 9/25/2009 TSOC20T7EZBF4. .
Adobe Systems Incomporated 9/24/2012 10/1/2015 0DA4BFSALZEC...
Adobe Systems Incorporated 919/2012 919/2013 B47150A579468. .
Adobe Systems Incoporated 5/6/2009 104372012 AZDZ24C4T0848. .
Adobe Systems Incomporated 11/5/2009 121072010  COGEEDI03BAF ...
Adobe Systems Incomporated 11172006 121072007 FOZCCEBED1DS. ..
Adobe Systems Incomorated 12152010 121472012 FOFD1DD3F3TC...
Adobe Systems Incomorated. 111672010 11/15/2012  CH278717706F1 ..
Adobe Systems, Incorporated  4/17/2012 41872014 05EATE4DF4BRT. .
Adobe Systems, Incorporated  5/15/2006 11/5/2009 J8A1Z5ABFBEZ...
Adobe Systems, Incorporated 10972002 10/31/2003  4ACTFEFEDATS..
Adobe Systems, Incorporated 927202 9527203 BETIRIBBCZ0C. .
Adobe Systems, Incorporated 952002012 52002013 TOD5660F344F .. i
[ Add ] Remove Refresh
| ok || cance || ppi
r -
Add Certificate -
* Certificate common name (CM):
Certificate validity date:
1f 12000 = To 1/ 1/2000 =
! * Thumbprint:
[ |
|
| |
R From file... ] [ QK ] [ Cancel f
[ | |
* Field must not be empty.

button to apply the changes made.

The newly added trusted certificate will be added to the list. Then click on Apply
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To remove Trusted Certificate, follow the steps below to remove:

= Select a trusted certificate from the list and click on Remove button.

Application Whitelisting

— el |
| General | Restricted Applications | Trusted Certfficate | Scrpt | Status |
List of trusted cerfficates:
Certificate name Valid from Valid To Thumbprint i
Intel(R} Software Developme...  8/28/2006 8/27/2009 42ERI5RABESZ. . El
Absolute Software Comp. BEF7Z2FT4528F .
Acer Incomporated 5/3/2010 91372013 4A83050389CF ...
Acresso Software Inc. 3/18/2008 318201 05595DCDSCES. .
Acronis, Inc 5/3/2009 9/24/22 0Z3CEASDZSFE..
Acronis, Inc 8/22/2008 9/25/2009 TH0C2D762BF4..
Adobe Systems Incorporated 5/24/212 1012015 0DA4BFEA4ZEC. .
Adobe Systems Incorporated 3152012 5159/2013 547150A57468...
Adobe Systems Incorporated 5/5/2009 107322 AZD24C470848..
Adobe Systems Incorporated 11/5/2009 121072010 COGGED10388F...
Adobe Systems Incorporated 11/1/2006 121072007 FO2CCEBEDIDS..
Adobe Systems Incorporated 12182010 12114/2012 FDFMDD3F3TC...
Adobe Systems Incoporated.  11A16/2000 11A8/2012 CH2VETT7T0ER..
Adobe Systems, Incorporated 471772012 4182014 05EATBADF4R1..
Adobe Systems, Incorporated  5/19/2006 11/5/2009 35A125ABFBEZ..
Adobe Systems, Incorporated 104972002 103172003 4ACTFEFEDATS...
Adobe Systems, Incorporated 942772012 9/27/2013 BEVI53BBC20C...
Adobe Systems, Incorporated 9/20/2012 3/2002013 70D566DFE44F.. o
S
OK || Cancel || feply

= The selected trusted certificate will be removed from the list. Then click on Apply

button to apply the changes made.
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To refresh the Trusted Certificate list, follow the steps below to refresh:

= Click on Refresh button.

Application Whitelisting

— L=
| General | Restricted Applications | Trusted Certfficate | Scrpt | Status |
List of trusted certificates:
Certificate name Valid from Valid To Thumbprint i
Irtel(R) Software Developme...  8/28/2006 B/27/2005 42EGS5RARESZ . . |i|
Absolute Software Comp. 11/9/2006 111072009  GRFFZZF7452BF
Acer Incorporated 94372010 941372013 4AB3D50589CF .
Acresso Software Inc. 31872008 31872011 0595550CDACE4. .
Acronis, Inc 94372009 9/24/,2012 023CEASDZSFE. ..
Acronis, Inc B8/22/2008 9/25/2009 TS0C20TE2BF4.
Adobe Systems Incomporated 9/24/22 10/1/2015 0DA4BFRAL2EC. .
Adobe Systems Incomporated 51972012 51972013 BA7150A579468. .
Adobe Systems Incomporated 5/5/2009 1043202 AZDZ24CAT0843. .
Adobe Systems Incomporated 11/5/2009 121072010  COBRED103BAF ...
Adobe Systems Incomporated 11172006 121072007  FOZCCREEDIDS. ..
Adobe Systems Incomporated 1252010 121472012 FDFOIDD3F3TC..
Adobe Systems Incomporated. 1116720010 11A5/2012  C9278717706F1 ..
Adobe Systems, Incorporated  4/17/2012 471872014 O5EATE4DF481..
Adobe Systems, Incorporated  5/15/2006 11/5/2009 A5A125ABFBE2. .
Adobe Systems, Incorporated  10/9/2002 10/3172003  4ACTFEFEDATS...
Adobe Systems, Incorporated 9727202 9/27/203 BEVIRIBBCZ0C. .
Adobe Systems, Incorporated 52002002 52002013 TOD5660F344F .. L
[ Add ] [ Remove Refresh
OK || Cancel || feply

= The Trusted Certificate list will be refreshed and updated.
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7.2.4  Script

In the Script tab, users can choose to associate script file extension types to script
interpreter.

i
" Note:

» In application whitelisting, executing a script requires both the script interpreter, which
executes the script, and the script file itself to be trusted. The script interpreter will
refuse to open any non-trusted file.

» If the script has higher trust level than the script interpreter, then the script interpreter

trust level will be elevated to the same level as the trust level of the script file.

» If the script has lower trust level than the script interpreter, then the script interpreter

will be running at its own trust level.

Application Whitelisting oo S|

| General | Restricted Applications | Trusted Cerificat m tatus

Script interpreter and the file extensions that are associated to the script:

Interpreter Extensions

cmd.exe bat|.cmd

cscript exe jgljsel vbel vbsl weclwsfl wsh
java.exe classljar

jEvaw e classljar

jEvaws . exe jnlp

MSiExec EXE msi

powershell exe psllpscl

wscript.exe jsljsel vbel vbsl wsclwsflwsh
WSS Exe msu

Edit... Remove

[ OK J [ Cancel Apply
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To add Script Interpreter, follow the steps below to add:

Click on Add button.

In Script window, beside Script interpreter, click on Browse to select the script

interpreter executable.

Beside File extensions, type in the script file extensions to be executed by the script
interpreter selected above. For multiple script file extensions, type a pipe ‘| to
separate the two script file extensions. To include all types of script file extensions,
type .

Click OK.

Application Whitelisting ==

| General | Restricted Applications | Trusted Certfficate | Script |5tatus|

Script interpreter and the file extensions that are associated to the script:

Imtempreter Extensions

cmd exe batl.cmd

cscrpt exe jsljsel vbe| vbs| wscl wsf|wsh
java.exe classljar

javaw exs «classljar

javaws.exe jnlp

MSiExeC ExXe msi

powershell exe psllpscl

wscript.exe jsljzel vbel vbsl wsclwsflwsh
WUSE EXE msu

Edit... Remove

| ok || Cancel Apply
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r l
Script - X
Scriptinterpreter:

Script interpreter can be either a file name only, without path, or a full path file name.
For example: java.exe, or cwindows\system32Yjava.exe

File extensions:

Flease separate multiple extensions using '[', for example: .exe|.dl].sys
Use "* (an asterisk, without quote), to indude all extensions.

[ ok | [ caneel |

S a

= The newly added script interpreter will be added to the list. Then click on Apply

button to apply the changes made.
To edit Script Interpreter, follow the steps below to edit:
= Select a script interpreter from the list and click on Edit button.

= Make changes and click on OK button.

Application Whitelisting (el

| General | Restricted Applications | Trusted Certfiicate | Script | Status |

Script interpreter and the file extensions that are associated to the script:

Interpreter Bdensions
cmd .exe batl|.cmd
Jsljsel vbel vbs|wseclwsflwsh
java.exe classljar
javaw.exe classjar
javaws exe jnlp
MSiexNec. exe msi
powershel exe p3llpscl
wscrpt exe sl jsel vbel vbsl wscl wsfl wsh
WSS ExE msu

Add... Remove ]

| ok || Ccancsl Apply
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R .
Script u
Scriptinterpreter:  cscript.exe

Script interpreter can be either a file name anly, without path, or a full path file name.
For example: java.exe, or c:\windows'\system32\java.exe

File extensions:  .Jsl.isel.vbe|.vbs|.wscl.wsf|.wsh

Please separate multiple extensions using '[', for example: .exe|.dl].sys
Use "* (an asterisk, without quote), to indude all extensions.

[ oK ] [ Cancel ]

[ -

= The script interpreter will be edited. Then click on Apply button to apply the changes

made.
To remove Script Interpreter, follow the steps below to remove:

= Select a script interpreter from the list and click on Remove button.

Application Whitelisting -

| General | Restricted Applications | Trusted Certificate | Script | Status |
Script interpreter and the file extensions that are associated to the script:
Interpreter Extensions
cmd.exe bat|.cmd
jsljselvbel vbsl wsclwsflwsh
java.exe class|jar
jEvaw e classljar
javaws.exe jnlp
MSIEXEC EXE msi
powershell exe psllpscl
wscript.exe jgljsel vbel vbsl weclwsfl wsh
WUSE Exe msu
Add ] [ Edit... [ Remove ]
| ok || Cancel Apply

= The selected script interpreter will be removed from the list. Then click on Apply

button to apply the changes made.
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7.2.5 Status

The Status tab shows the status of the Application Whitelisting service, driver and also
the date and time of the initial full system scan. The service and drive should be in

Running state if Application Whitelisting works normally.
To view the status of the Application Whitelisting, follow the step below:

= Click on Status tab in the Application Whitelisting window.

Application Whitelisting = =
| General | Restricted Applications | Trusted Cerficate | Sc:ril
Initial full system scan: Done (20140704 08:43:25).
Application whitelisting service: Running.
Application whitelisting driver: Running.
| ok || Cancel Apply
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7.3 View Trust levels in Applications

To view the trust levels for the applications, follow the steps below:

= Right click on the executable file, point to Trust Level. In the menu displayed, the tick will

indicate the trust level the executable file.

'5'// Note:

» The tick may not appear immediately for large files.

14 setupbd.exe 4/10/2013 &:1 PM
< | Open
ste modified: 4/10/2013{ % Run as administrator
Size: 237 MB Troubleshoot compatibility
a Scan "setupbd.exe”
e Trust Level v Trusted Application
ﬁ Show all trust level Trusted Installer

Share with Mot Trusted

a1

= Alternatively, right click on a folder directory and click on Show all trust level. A

SecureAge Application Whitelisting window will appear, listing the trust levels of the files

in the folder directory. Click OK to exit.

Open

Share with

Restore previous versions

Include in library 2
Scan "SA"

Show all trust level

Add to archive...
Add to "SA.rar”

Compress and email...

Comnpress to "SA.rar” and email

Send to

Cut
Copy

Create shortcut

Delete

Rename

Properties
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Securefige Applica Wh

Filename

readme. txt
5a.ico

saconfig.ini

sages0014.exe
sage_cacert.der

secureage installation guide. pdf
secureagecal.orl

securedata admin guide. pdf
securedatachg.exe
securedata_2pp.pdf
setup.exe

Full path filename

o \users\windows Fen. ..
o \users\windowsFen. ..
c\users\windows7en. ..
o \users\windowsFen. ..
c\usersiwindowsTen...
c:\usersiwindowsFen...
o \users\windows Fen. ..
o \users\windowsFen. ..
c\users\windows7en. ..
o \users\windowsFen. ..
c\usersiwindowsFen...

Trust level

1 (Trusted application)
0 (Mot trusted)

0 (Mot trusted)

1 (Trusted application)
1 {Trusted application)
0 (Mot trusted)

1 (Trusted application)
0 (Mot trusted)

1 (Trusted application)
0 (Mot trusted)

1 {Trusted application)
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7.4 Behaviours of Application Whitelisting

" Note:

» For installer packages that contains multiple executable files, it is recommended to put the
package into a common folder and set the folder to be Trusted Application. For the main

installer file to be executed directly, set it as Trusted Installer (Eg: setup.exe) and run.

» The prompting depends on the Application Whitelisting settings (Refer to Section 7.2.1 —
General Settings), by default, it is trust by digital signature if file is not in the whitelist but
the digital signature has to be listed under the trusted certificate list (Refer to Section 7.2.3
—Trusted Certificate). So if a new application has a digital signature that is not under the

list, user will get prompted for further actions else user will not be prompted.

7.4.1 On-the-fly Trust

Scenario 1
If an untrusted executable file is being run and it is being launched by Windows Explorer,

Application Whitelisting will notify for further actions as below:

= There will be no option for user to Remember my answer through this entire

process.

. Securefge Application Whitelisting I. ] | |_i:?-]

3

SecureAge
I

Untrusted: 7z938.exe

This file is not signed.
]

Universal AV status: Clean

The file is blocked, Do you want to unblock?

Unblock H Blodk ] [ << Less

The above file is launched by the following process:

explorer.exe (FID: 2352)

Unblodk the file and set it as a trusted installer

Copyright © SecureAge Technology Pte Ltd. All rights reserved. 135



SecureAPlus User Guide

" Note:

» It does not give user the option to remember the answer because we do not want
everything that is being run by Windows Explorer to be automatically trusted. This is
to prevent any malware being run by Windows Explorer to be trusted and enters the

system.

» But it gives user an option to set the untrusted file as a trusted installer instead if user
is sure that the installer file is trusted and does not want to be further prompted by

Application Whitelisting.
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Scenario 2
For unsigned files which are not trusted and are being executed, Application Whitelisting

will notify for further actions as below:

Example for Microsoft Office 2010 starter, as the volume is hidden and not accessible by
Windows Explorer, user may not be able to see and manually set the trust level of the
files. Application Whitelisting on-the-fly trust is able to allow user to set the appropriate

actions for these files when it is being run.

= SecureAge Application Whitelisting will prompt user for further actions on the
untrusted executable file from running when the user attempts to execute the file by

double-clicking on it.

= Click on Yes button to allow Microsoft Office 2010 starter to proceed.

'SecureAge 'Appliication A

e

SecureAge

Untrusted: winwordc.exe

This file is not signed.
Ax]

Universal AV status: Clean

The file is blocked. Do you want to unblock?

Unblock ] [ Block ] [ More >3 ]

= As the Microsoft Office 2010 starter requires a lot of .dll files to run, Application
Whitelisting will keep prompting user when these untrusted files are created and

needs to be executed.
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'iSecureAge Application Whitelis

SecureAge

Untrusted: wwlibc.dll

[==] Unable to verify digital signature.
-

Q

The file is blocked. Do you want to unblock?

unblock | [ Block | [ <<less |

The above file is launched by the following process:

winwordc.exe (PID: 7744)

[¥]Remember my answer for this entire process.;

= To user whom does not want to be prompted again, check Remember my answer
for this entire process.

'5‘/ Note:

» If does not want user to be allow to have option to select and to be block straight
away for untrusted files, turn SecureAPlus to Lockdown Mode (Refer to Section 2.2.4
on how to switch to Lockdown Mode) .
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Scenario 3
For trusted applications which create new executable files during running, Application

Whitelisting will notify for further actions as below:

Open

Run as administrator

Troubleshoot compatibility

Scan "72938.exe"

Trust Level v Trusted Application

Share with Trusted Installer

Pin to Taskbar Not Trusted
Pin to Start Menu

Restore previous versions

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

SecureAge Application Whitelisting = =

SecureAge

Process: 72933.exe (pid: 4343)

= | This process is not signed.

| LSS

Universal AV status: Clean

This process seems to be performing installation. Do you want to trust this
process as a trusted installer?

Yes ] [ Mo ] | Mare ==
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= Click on More >> to view more details of the executable.

. SecureAge Application Whitelisting l = | |_ih]
; "

e

= F

SecureAge
|

Process: 72938.exe (pid: 4343)

This process is not signed.

s}

Universal AV status: Clean

This process seems to be performing installation. Do you want to trust this
process as a trusted installer?

[ Yes ] [ Mo ] [ << Less

[ Do this for this session only.

Mote: An executable file has just been created by this process. By setting this
process as a trusted installer, all the executable files, which are created by this
process, will be automatically trusted.

This process is not an installer. Remember my answer permanently.

The executable file that was created by this process:
7z.dll

. This file is not signed.
(x|

Universal AV status: Clean

Trust this file only. Do not set the process as a trusted installer.

= Check Do this for this session only. for the process to be temporarily treated as a

trusted installer for that session only until the process terminated.

= To not get any further prompting and anything created by the trusted applications will
be not trusted; click on This process is not an installer. Remember my answer
permanently. This will place the application into the list of restricted applications
(Refer to Section 7.2 — Restricted Applications). User can undo this action by

removing the application from the list of restricted applications in the settings.

= Click on Trust this file only. Do not set the process as a trusted installer. to only
allow the current newly created executable file be elevated to trusted application so
that it can process. But the main trusted application will still remain as the same
instead of elevating into a trusted installer. So user will get prompting again if it

creates any other new executable files.
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é’ Note:

» For trusted installers, it will not prompt user for any further actions to elevate the

newly created executable files by it as it will all be automatically set as trusted
applications. Therefore, trusted installers can run smoothly as per normal without any
unneeded prompting.

Open

Run as administrator

Troubleshoot compatibility

Scan "72938.exe"
Trust Level Trusted Application

Share with v Trusted Installer

Pin to Taskbar Not Trusted
Pin to Start Menu

Restore previous versions
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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VirusTotal Scanning

This is to help users in deciding whether to trust the new executable files or not when the
hashes does not exist in the Universal AV by sending it to VirusTotal for scanning
instead.

For files which are not trusted with no hashes exist in the Universal AV and are being

executed, Application Whitelisting will notify for further actions as below:

" Note:
» The Send to VirusTotal link will not appear when the file exceeds 20MB.

= Click on the Send to VirusTotal link to send it to VirusTotal for scanning results.

Securefge Application Whitelisting E =] @

SecureAge
B
Untrusted script: test.bat

Mo digital signature,
]

VirusTotal Unknown Send to VirusTotal

The file is blocked. Do you want to unblock?

Unblock ][ Block ] [ Mare >3 ]

SecureAge Application Whitelisting E =] @

SecureAge
B
Untrusted script: test.bat

Mo digital signature,
]

VirusTotal: Scanning...

The file is blocked. Do you want to unblodk?

Unblock H Block ] [ Mare =
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It will show the virus detection ratio after completed scanning. User can then decide

whether the file is trustable or not.

SecureAge Application Whitelisting E =] @

SecureAge
B

Untrusted script: test.bat

Mo digital signature,

-

(]

VirusTotal detection ratio: 0/55

The file is blocked. Do you want to unblodk?

Unblock H Block ] [ More ==
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7.4.2

Manually Set Trust Level

To manually set trust levels for applications, follow the steps below:

= Right click on the executable file, point to Trust Level. In the menu displayed, the tick

will indicate the trust level the executable file. Select the desired trust level for the

executable file.

@Ovl; » Secu.. » en_std_...

Y. I",l ’isarch en_std.. P \

Open »

Organize v

=y 0 @

¢ Favorites r Name
Bl Desktop {ﬂ
& Downloads
%21 Recent Places

@ SecureAge 5.0 Installation Guide.pdf
[#] SecureAgeCAL.crl
@ SecureData_2pp.pdf

$aCE,

2
-

9 Libraries

[F Documents

o A' setup.exe
a \& Application

Date modified: 4
Size: 1

]

Open

Run as administrator
Troubleshoot compatibility
Scan "setup.exe”

Trust Level

Show all trust level

Share with

Add to archive...

Add to "setup.rar”
Compress and email...
Compress to "setup.rar” and email
Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

v Trusted Application
Trusted Installer

Not Trusted

= Right click on the executable file again, point to Trust Level. In the menu displayed,

the tick will indicate the new trust level the executable file.

@—Qvl . » Secu.. » en_std_...

5 |¢,][ Search en_std... 0 |

=~ A @

Organize v Open  »

Name

¢ Favorites
B Desktop
& Downloads

L
1| Recent Places

@ SecureAge 5.0 Installation Guide.pdf
& SecureAgeCAl.crl
@ SecureData_2pp.pdf

NataC, [

-
-

ﬁ] Documents
¥ AL setup.exe Date modifi
gmj Application Si

s
] oy
- Libraries \qu = T
- || ®  Run as administrator

Troubleshoot compatibility

Scan "setup.exe”

Trust Level

Show all trust level

Share with

Add to archive...

Add to "setup.rar”

Compress and email...

Compress to "setup.rar” and email
Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Trusted Application
v Trusted Installer

Not Trusted

Copyright © SecureAge Technology Pte Ltd. All rights reserved.

144



SecureAPlus User Guide

= Alternatively, you can also set trust levels for the files within a folder. Right click on

the executable file, point to Trust Level. In the menu displayed, select the desired

trust level.

Open

Share with

Restore previous versions
Include in library

Scan "SecureAge"

Show all trust level Trusted Installer
Add to archive...
Add to "SecureAge.rar”

Compress and email...

Not Trusted

@
w
w
B
B
B
=

Compress to "SecureAge.rar” and email

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

Trust Level Trusted Application

= Right click on the folder again, point to Show all trust level. A SecureAge Application

Whitelisting window will show the new trust level of the files within the folder.

Securefige Application Whitelisting

Filename Full path filename Trust level

sawhitelist.dat o \userstsijie\desktoplsecu... 1 {Trusted application)
secureaplussetup.exe  ousers\siie\desktop'secu... 1 {Trusted application)
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8 Manual Scan

To do manual scanning on particular files or folders with Universal AV and Offline AV, follow
the steps below:

= Right click the file/folder to scan and select Scan “[Insert Name of File/Folder]”.

Open

Add to Windows Media Player st

Play with Windows Media Player

Share with ’
Restore previous versions

Include in Worary »

) Scan “Office Files

Trust Level ’

Show all trust level

Send to »

Creste thortcut
Delete

Rename

Properties

= The SecureAPlus Virus Scanner window will open and begin scanning.

 SecureAPlus Virus Scar ne

Time elapsed: 00:00:06

Files scanned: 23

Number of program files unknown to Universal AV: 0

Threats detected: 4

File name: C:\Users\John\Desktop\Office Files\student 3.jpg

= |f there is no viruses and malware detected, it will display as below:

) Scan complete, Mo threats detected,

= |f threats are detected, the list of infected files will be shown along with information of which

Universal AV’s engines had detected the files as threat.
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Time elapsed: 00:00:06
Files scanned: 33

Number of program files unknown to Universal AV: 0

€3 Scan complete. 8 threat(s) detected

. Emssoft, McAfee, AVG, BitDefender, ESET, Norman...
Backdoor. Win32.Andro... C:\Users\John'\Desktop\Office Files\,.. Emsisoft, McAfee, AVG, BitDefender, ESET, Norman...
Trojan.MSIL. Injector (A)  C:\sers\John'\Desktop\Office Fles\... Emssoft, McAfee, AVG, BitDefender, ESET, QuickHeal
Backdoor.Win32.Andro... C:\Users\John\Desktop\Office Fles\,.. Emssoft, McAfee, AVG, BitDefender, ClamAv, ESET..,.
Trojan-Downloader.Win.., C:\Users\John'\Desktop\Office Fles\... Emssoft, McAfee, BitDefender, ClamAv, ESET, Quk...
Trojan.Win32.Agent (A)  C:\Users\Xohn\Desktop\Office Files\... Emssoft, McAfee, BitDefender, ESET, Norman, Quic...
Trojan.GenericKD, 2194... C:\Users\John'\Desktop\Office Fles\... Emssoft, McAfee, AVG, BitDefender, ESET, Norman...
Trojan.Win32injector (A) C:\Users\John\Desktop\Office Fles\,.. Emssoft, McAfee, AVG, BitDefender, ESET, QuickH...

KNS GG S

}_ Quarantine J | Remove

= Choose Quarantine or Remove the infected files.

Time elapsad: 00:00:06
Fles scanned: 33
Number of program files unknown to Universal AV: 0

€ Scan complate, 8 threat(s) datected

| Virus name File name Detected by
Trojan.DyrezakD.2195... C:Wsers\f oo i raAPlus Virus Scanner & fender, ESET, Norman...
Baddoor.Win32.Andro.., C:\Users\ fender, ESET, Norman...
Trojan.MSIL.Injector (A)  C:\Users | fender, ESET, QuciHeal

Trojan-Downloader. Win,.. C:'\Users i1, ClamAv, ESET, Quk...
Trojan.Win32.Agent (A)  C:\Users , ESET, Norman, Quic...

Trojan.GenenckD. 2194... C:\Users [II | fender, ESET, Norman...

v
v
v
V| Badkdoor.Win32.Andro.,, C:'Users All selected items are successfully removed, fender, ClamAVY, ESET...
v
v
v
v {ifender, ESET, Qud#...

Trojan. Win32.Injector (A) C:\Users
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o Note:

» SecureAPlus automatically scan the entire computer every hour with Universal AV and has

real-time protection against new possible threats that are being saved in the PC’s hard drive
» The time taken for scanning depends on the numbers of files and size of the files.

» Files and Folder scanning uses either or both of Universal AV and Offline AV to ensure the
best detection rate.

» Files and Folder scanning may be unavailable on the following scenarios:

- When both Universal AV and Offline AV is disabled. (Refer to Section 4.31 on how
to enable Antivirus settings)

- If Offline AV was not installed and there is no internet connection.

- If only Offline AV was disabled (Refer to Section 4.31 on how to enable Antivirus

settings) and there is no internet connection.
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9 Contact Us
For more information, please feel free to contact us.
SecureAge Technology Pte Ltd
3, Fusionopolis Way
#05-21, Symbiosis
Singapore 138633
Tel: (65) 6873 3710
Fax: (65) 6234 4992
Email: contactus@secureage.com

URL: http://www.secureage.com
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